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Administrative and General (AG)

	AG1
	Unit has documented policies and procedures describing Unit operations
	Best Practice

Internal Control Integrated Framework©
	Simple written procedures ensure consistency and enhance the likelihood that Unit goals and objectives are achieved; management instructions are followed and procedures or controls are in place to mitigate risks identified by management.
	(Unit Policy Book)

 (Unit Website)
	Unit Leader

	AG2
	Unit has organizational chart
	Best Practice

Internal Control Integrated Framework©
	An organizational chart should show lines of communication and reporting responsibilities.  Pertinent information must be identified, captured and communicated to appropriate personnel on a timely basis.  Those with responsibility and accountability must be confident that duties are understood and information is provided to the right people at the right time to allow for appropriate actions.  
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	AG3
	Unit has mission statement and/or statement of objectives or annual goals
	Best Practice

Internal Control Integrated Framework© 
	Specific identification of a Unit mission and its related objectives and goals, firmly defines the purpose for which the Unit exists and its interrelationship with the University’s mission and core values.  The absence of a defined mission, goals and standards makes the objective evaluation of performance difficult.  When direction is clearly defined, risks are identified, steps outlined, and control processes in place, then great is the likelihood of achieving the desired result.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	AG4
	Unit members have access to relevant policies and procedures
	Best Practice

Internal Control Integrated Framework©
	Members of the Unit are expected to comply with applicable University policies.  Those with responsibility for enforcement of policies must have access to them and ensure that members under their charge have been properly trained and updated as to current policies and procedures.
	Varies
	Unit Leader

	AG5
	Understand Creighton’s Credo and Mission
	Credo - 1.1.1

Mission - 1.1.2
	The Credo and Mission form the foundation for the purpose and philosophy of the University.  Strategic initiatives, programs and services are to be rooted in these ideals and identity.
	Creighton University Guide to Policies

www2.creighton.edu/

fileadmin/user/
president/
docs/guide.pdf
	President’s Office

Kathy Morgan

kamorgan@creighton.edu
280.4079

	AG6
	Trademark usage and Advertising conforms to applicable policies.
	Trademark 2.1.3

Advertisements  2.1.4

Advertising 2.1.18
	Trademarks must show registration mark except for stationary, envelopes, business cards and formal invitations.  Advertising must not violate law, be fraudulent or misleading, nor promote products or services contrary to or hostile to principles listed in the Creighton Credo.
	Creighton University Guide to Policies
	Public Relations Department

280.2407

	AG7
	Contracts with Outside Groups
	2.1.7
	Before going to the President for signature, various procedures must be followed.  All contracts (grants, faculty appointments and temporary personnel agencies exempted) are to be reviewed by General Counsel and forwarded to the Vice President for Administration and Finance for signature and filing.
	Creighton University Guide to Policies
	Vice President of Administration and Finance 

280.2131

	AG8
	University Mailings
	2.1.9
	All mail is to be processed by the Creighton University Mail Center.  All mailing expenses are to be billed back to the originating department.  Other conditions apply relating to non-University individual or company processing mail.
	Creighton University Guide to Policies
	University Mail Center

280.2789

	AG9
	Interaction with External Auditors or Reviewers
	2.1.17
	University personnel are to cooperate with external auditors or reviewers.  Notice of intent to audit or review should be forwarded to the President, appropriate Vice President, Internal Audit Director, General Counsel and Vice President for Administration and Finance.  The Internal Audit Director shall function as a liaison among external auditors or reviewers, the area subject to review and the President, General Counsel and Vice President for Administration and Finance.
	Creighton University Guide to Policies
	Internal Audit Department

Internal Audit Director

T. Paul Tomoser

ptomoser@creighton.edu

280.3026

General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

	AG10
	Affirmative Action/EEO

Information regarding affirmative action for individuals with disabilities can be located at 2.2.2.
	2.2.1

2.2.2
	The University has an affirmative action plan in place and promotes employment practices that are consistent with applicable federal and state laws.  Good faith efforts are required of personnel involved in the hiring and promotion process.  An important University strategic initiative is achieving greater diversity within the campus community.
	Creighton University Guide to Policies
	Affirmative Action Director

John E. Pierce

jpierce@creighton.edu
280.3084

	AG11
	Relatives as Supervisors – Nepotism
	2.2.4
	No person shall be hired, appointed, transferred or promoted to, accepted as a volunteer, or otherwise employed in any position if, as a result, in the position, he/she would provide immediate supervision to or receives immediate supervision from a relative.  
	Creighton University Guide to Policies
	Human Resources

280.2709

	AG12
	Relationships Between Employees and Students
	2.2.5
	The employee is held accountable for unprofessional behavior.  Certain relationships with students may have the effect of undermining the atmosphere of trust and mutual respect that the educational process depends.  A romantic relationship with a student may render an employee liable for disciplinary action if the relationship creates or appears to create a conflict between the employee’s personal interests and the employee’s obligations to the University or its students.
	Creighton University Guide to Policies
	Human Resources 280.2709

Associate VP for Student Services 

280.2775

Affirmative Action Director 

John E. Pierce

jpierce@creighton.edu

280.3084

	AG13
	Drug and Alcohol Use
	2.2.15
	The University’s standards of conduct prohibit the unlawful possession, use or distribution of illicit drugs and/or alcohol by students and employees or as part of any of the University’s activities.  Illicit drug use means the use of illegal drugs and the abuse of other drugs and alcohol including anabolic steroids.  State and federal laws and any applicable city ordinances pertaining to the possession and use of illicit drugs and alcoholic beverages shall be observed by all University students and employees.
	Creighton University Guide to Policies
	Human Resources

280.2709

	AG14
	Fraud and Embezzlement
	3.1.9
	Any employee or any person contracted to perform work for the University involved in fraud or embezzlement may be subject to disciplinary actions including, but not limited to, suspension and termination.  The offending employee or contractor may also be subject to criminal prosecution.  Embezzlement is defined as any loss resulting from misappropriation of University assets.  Fraud is defined as the intentional misrepresentation or omission of facts for personal gain.  Suspected or known incidents of fraud should be reported to the Internal Audit Director or General Counsel.
	Creighton University Guide to Policies
	Human Resources 280.2709
Internal Audit Department

Internal Audit Director

T. Paul Tomoser

ptomoser@creighton.edu 

280.3026

General Counsel

Amy Bones

AmyBones@creighton.edu
280.1804

	AG15
	Conflict of Interest Policy for All Employees
	3.1.11
	It is the policy of the University that all employees must carry out their responsibilities to the University in the best interests of the University.  Further, all employees must disclose to the University any potential conflicting interests as defined by the policy.  An employee must disclose the conflict to his/her next higher administrator at the level of departmental director or chair, refrain from participation in the matter until resolution and follow directions given by the University concerning the matter.  Administrator duties are described in the procedure section of the policy.
	Creighton University Guide to Policies
	General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

	AG16
	Conflict of Interest Policy for Officers and Senior Administrators
	3.1.12
	It is the policy of the University that all officers and senior administrators must carry out their responsibilities to the University in the best interests of the University.  Further, officers and senior administrators should, when acting on behalf of the University, act at all times in a manner which avoids even the appearance of a conflict of interest unless and until disclosure of the conflict is made in accordance with Article IV.B. 
	Creighton University Guide to Policies
	General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

	AG17
	External Auditor Independence
	3.1.13
	In order to assure independence of the University external auditors, the public accounting firm conducting the University’s annual external audit is prohibited from providing certain non-audit services to the University.  Examples of prohibited non-auditing services are as follows:

· Bookkeeping or other services related to accounting records or financial statements;

· Financial system design and implementation;

· Appraisal or valuation services, fairness opinions, or contributions-in-kind reports;

· Actuarial services;

· Internal auditing outsourcing services;

· Management or human resource functions;

· Broker or dealer, investment advisor or investment banking services;

· Legal services or expert services unrelated to the audit;

Exceptions may be made only when there are extenuating circumstances and only upon the advance approval of the Vice President for Administration and Finance and the University Audit Committee.   
	Creighton University Guide to Policies
	Vice President for Administration and Finance

Dan Burkey

280.2131

	AG18
	Independent External Audits
	3.1.14
	To assure accuracy of Creighton University’s annual financial reports and enhance internal controls, the University will engage an external audit firm to perform an audit of the year-end financial reports.  Consistent with best practices related to the independence and effectiveness of external auditors, the University requires that the external audit firm report directly to the Audit Committee of the Board of Directors.  
	Creighton University Guide to Policies
	Vice President for Administration and Finance

Dan Burkey

280.2131


	AG19
	University Employment of Former External Audit Firm Employees
	3.1.15
	Consistent with best practices related to the independence and effectiveness of external audits, Creighton University requires a careful consideration of the benefits and risks of employing a Chief Financial Officer (CFO) or controller who has worked for the University’s current external audit firm within the preceding year, and consider how the position may affect the University’s external audits.  As a result, approval of the Audit Committee is required prior to hiring a CFO/controller who has worked for the University’s external audit firm within the preceding year.
	Creighton University Guide to Policies
	Vice President for Administration and Finance

Dan Burkey

280.2131


	AG20
	New Construction / Renovation / Remodeling
	2.3.1
	Requests for all facility work shall be forwarded to the Facilities Management Department.  If an outside architect or engineer is required for the project, they shall be retained by the Facilities Management Department.  No design, construction or repair for Creighton University shall be initiated by anyone other than University Facilities Management personnel.  A written request is required.  A Project Endorsement Form will be prepared and provided to the requesting department for use in obtaining approvals.
	Creighton University Guide to Policies
	Fran Angeroth

Director of Contract Management and Design Services

frana@creighton.edu
280.3070



	AG21
	Confidentiality of Information

For confidentiality of Personal Health Information see the Health Care Compliance section, HC20 through HC26.

	Confidentiality of Records, Employee Handbook, http://www.creighton.edu/HR/employee/HBeng_index.html
 Sharing of Financial Information Guide 3.1.8

Confidentiality Purchasing Policy Section 2.1

Confidentiality of Student Records Guide 4.3.1

Health Sciences HIPAA Policies
	As an educational institution and academic medical center, we have a duty to protect information from unauthorized use or disclosure.  Various policies, laws and regulations require that confidentiality be maintained and that the University ensures that adequate safeguards are in place to protect the privacy of health, personnel, student, financial information and other matters.

These policies address regulatory compliance with the Health Insurance Portability and Accountability Act (HIPAA) regarding privacy.  


	Staff Handbook

Creighton University Guide to Policies

Health Sciences Schools Policies
	Human Resources

280.2709

Dean of College

Director of Unit

University Privacy Officer

Andrea Jahn

ajahn@creighton.edu
280.3469

	AG22
	Energy Conservation
	2.3.2
	The purpose of an Energy Conservation Program is to establish recognition and understanding of energy saving policies and techniques used by the University on a day-to-day basis.  The following are temperature set points in degrees Fahrenheit for different space needs:




Summer
Winter
Office Space

     74
    70

Classrooms

     74
    68

Living Quarters

     74
    70

Laboratories

     74
    68

Exceptions will be considered by Facilities Management on a case-by-case basis.  To request an exception, complete the Temperature Change Request Form and send it to the Superintendent of Operations, Facilities Management.


	Creighton University Guide to Policies


	Superintendent of Operations

Facilities Management

Dave McAtee

280.4775


Computers and Technology (CT)

	CT1
	Unit Computer Administrator
	Best Practice

Control Objectives for Information and related Technology©


	To economize effort and cost associated with securing and administrating computing resources, a centralized computing environment is recommended.  However, in certain circumstances a unique computing environment may be justified.  IT managers should be competent professionals and manage the Unit’s system in accordance with sound principles, applicable University policies and all applicable University information technology standards particularly those pertaining to interoperability, accessibility and communications compatibility.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	CT2
	Computer Equipment Physical Safeguards
	Best Practice

Control Objectives for Information and related Technology©
	Appropriate physical security and physical access control measures should be in place.  Computer equipment should be set up and used in a manner to minimize negative environmental effects.  Measures should be taken to prevent unauthorized use.  
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	CT3
	Computers and Peripheral Equipment Inventory
	Best Practice

Control Objectives for Information and related Technology©
	It is a wise management practice to know the location and description of computer and communication equipment utilized in the Unit.  The serial number, location and/or personnel assigned the equipment should be tracked.  This Unit record can also be used to assist in monitoring equipment lives, warranties and maintenance contracts in addition to providing information to reconcile to the fixed asset system.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	CT4
	Computer Equipment Purchases
	Purchasing Section

Departmental and Personal Computer Acquisition

 6.3
	All significant hardware and software purchases should go through Purchasing following the normal purchase requisitioning process.  Volume discounts are available to the University with certain vendors such as Gateway, Apple, and Hewlett Packard.  All purchases made through this process are assured of connectivity and compatibility with University systems and networks.  An upgrade policy is useful in budgeting for needed equipment.  A separate procedure must be followed for personal purchases.
	Purchasing Website

www.creighton.edu/
purchasing


	Purchasing

280.2712

Technology Buyer

Angela Franz

afranz@creighton.edu
280.3043

	CT5
	DOIT Supported Software
	Best Practice
	Practicality, efficiency and economy of resources are the primary reasons to use DOIT for technical support on software programs.  Due to the variety of software options, DOIT has chosen selected programs to provide technical support.
	(Unit Policy Book)

(Unit Website)
	VP, Division of

Information Technology



	CT6
	Copyrights of Digital Materials and Software
	2.1.8
	It is against University policy for users to use Information Resources to access, use, copy or otherwise reproduce, or make available to others any copyright-protected digital materials or software except as permitted under copyright law or specific license.  Information Resources include all computer and telecommunications hardware, software and networks, owned, leased or operated by the University and the information stored therein.  
	Creighton University Guide to Policies
	General Counsel

Amy Bones

AmyBones@creighton.edu 

280.1804

	CT7
	Computer Access
	Best Practice

Control Objectives for Information and related Technology©
	Passwords, usernames and logons are valid controls against unauthorized access only if the individuals to whom they are entrusted protect them and keep them private.  They are not to be shared.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

Information Security Officer

	CT8
	Virus Protection Software
	Best Practice

Control Objectives for Information and related Technology©
	Viruses have appeared on campus entering through Email files as attachments.  Many of these “infections” are preventable and nonevents with simple protective measures.   
	(Unit Policy Book)

(Unit Website)
	Unit Leader

Information Security Officer

	CT9
	Data Backup Procedures
	Best Practice

Control Objectives for Information and related Technology©
	The value of a sound backup procedure for data protection is obvious.  Remember the expression, “It’s not if you will experience a system failure leading to a data loss, it’s a matter of when.”   
	(Unit Policy Book)

(Unit Website)
	Unit Leader

Information Security Officer

	CT10
	Disaster Recovery
	Best Practice

Control Objectives for Information and related Technology©
	The main concept is that mission critical activities would be able to continue in the event of a disaster or unforeseen event.  Some activities in some units could wait until the DOIT and Purchasing Department were able to resume operations and provide replacement equipment.  Other units may have the need to consider alternative processing measures due to the critical nature of the services they provide.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

Information Security Officer

	CT11
	Risk Analysis Policy 

The following policies were issued in order to comply with the Health Insurance Portability and Accountability Act (HIPAA) Security Rule’s requirements pertaining to the integrity, confidentiality and availability of electronic protected health information (ePHI).  These policies cover all ePHI which is a person’s identifiable health information.  This policy covers all ePHI, which is available currently, or which may be created, used in the future.  The policies apply to all faculty, staff, students, residents, postdoctoral fellows and non-employees (including visiting faculty, courtesy, affiliate, and adjunct faculty, industrial personnel and others) who collect, maintain, use or transmit ePHI in connection with activities at Creighton University (CU). 
	2.4.1
	CU requires systems administrators of systems that store, access, transmit, manipulate, input or output Protected Health Information conduct a regular, accurate and thorough assessment of the risks and vulnerabilities of the confidentiality, integrity and availability of ePHI.  An assessment must be conducted before a new system goes into production or as material changes are made to existing systems.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT12
	Risk Management Policy 


	2.4.2
	CU must conduct a risk analysis and implement security measures and safeguards for each system to reduce risks and vulnerabilities to a reasonable and appropriate level.  CU must also regularly evaluate these measures and safeguards to ensure their effectiveness.  The Information Security Officer (ISO) has the responsibility to ensure that appropriate risk analysis covering at a minimal all ePHI are performed at a frequency of at least once a year.  The ISO approves risk mitigation plans, risk prioritization and elimination or minimization of risks as well as facilitates timely actions, decisions and remediation activities.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT13
	Sanction Policy 


	2.4.3
	CU will appropriately discipline employees and other workforce members for any violation of security policy or procedure to a degree appropriate for the gravity of the violation.  These sanctions include, but are not limited to, re-training, verbal and written warnings and other disciplinary action in accordance with University procedures.  In addition, workforce members who knowingly and willfully violate state or federal law for improper use or disclosure of an individual’s information are subject to criminal investigation and prosecution of civil monetary penalties.  CU will investigate any security incidents or violations and mitigate to the extent possible any negative effects that the incident may have had in a timely manner.  CU will not intimidate or retaliate against any workforce member or individual that reports the incident.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT14
	Activity Review Policy 


	2.4.4
	CU will clearly identify all critical systems that process ePHI and implement security procedures to regularly review the records of information system activity on all such critical systems that process ePHI.  System Administrators are responsible for clearly identifying the systems that must be reviewed, the information on these systems that must be reviewed, the types of access reports that are to be generated, the security incident tracking reports that are to be generated to analyze security violations and the individual(s) responsible for reviewing all logs and reports.  The Information Security Officer is responsible for verifying that a review process has been implemented in an effective manner.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT15
	Authorization Policy 


	2.4.5
	CU requires the implementation of security safeguards to ensure that all members of the workforce who have access to ePHI, including operations and maintenance employees:

· Need the access they have

· Have the access they need

· Understand the limits of access to ePHI

· Understand how to authenticate themselves to the system or application.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT16
	Workforce Clearance Policy 


	2.4.6
	CU requires the development and implementation of procedures to ensure that the ePHI access of its workforce members is appropriate when granted and continues to be appropriate on an on-going basis.  Creighton requires documentation detailing each workforce member’s current role and responsibilities and the ePHI access required for such role and responsibilities. 
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT17
	Termination Policy 


	2.4.7
	If a workforce member’s employment is terminated or a workforce member leaves the University, the workforce member’s supervisor or manager must immediately notify Human Resources and ensure that all system or application accounts with access to ePHI are terminated.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT18
	Access Authorization Policy 


	2.4.8
	System Administrators who are responsible for systems that collect, maintain, use or transmit ePHI will grant access to system users following a formal request made by the supervisor of the specific user and/or data owner.  Access to the system(s) will be limited to specific, defined, documented and approved applications and levels of access rights.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT19
	Access Establishment Policy 


	2.4.9
	CU requires the creation and maintenance of access control related capabilities to ensure that access is limited to approved rights.  A regular review shall be conducted to ensure that access rights for each individual or entity are consistent with established policies and job roles and functions.  Access control related capabilities shall be utilized to ensure that status changes such as termination or change in job role are reflected in rights granted to individuals or entities.  System Users are responsible for adhering to the standards outlined, System Administrators (SA) are responsible for granting the appropriate access to users and conducting periodic reviews to ensure access rights are appropriate.  Supervisors are responsible for requesting access from the appropriate SA for users they supervise.  The Information Security Officer is responsible for verifying that access controls are sufficient for each system and application that maintains ePHI and that a review process has been effectively implemented.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT20
	Security Reminder Policy 


	2.4.10
	CU will provide HIPAA training to all individuals who access protected health information.  Training will be conducted regularly and will include regular security reminders regarding changes to Creighton security policies, new vulnerabilities and viruses, and new or updated federal regulations.  The Information Security Officer is responsible for training development.  Department Administrators are responsible for ensuring all employees, students, staff, faculty, etc. who have access to protected health information are notified and attend/pass HIPAA training. 
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT21
	Malicious Software Policy 


	2.4.11
	CU requires any and all systems that store, access, transmit, manipulate, input or output protected health information must have a mechanism to isolate ePHI from malicious software infection.  This includes Creighton owned and non-Creighton owned computers.  Malicious software is software developed for the purpose of doing harm, such as a virus, worm.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT22
	Log-in Monitoring Policy 


	2.4.12
	To ensure that access to servers, workstations and other computer systems containing PHI is appropriately secured; Creighton University will configure all critical components that process, store or transmit ePHI to record log-in attempts – both successful and unsuccessful – as well as automatic lock out and reporting after three failed attempts.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT23
	Password Management Policy 


	2.4.13
	CU requires that passwords created and used to access, transmit, receive or store PHI are properly safeguarded.  Proper safeguards include:

· Passwords used to access, transmit, receive, or store PHI must be of sufficient complexity to ensure that it is not easily guessable.

· All passwords must be changed at least every 90 days.

· User accounts that have system-level privileges should not be the same account used by administrators for every day activities.

· Systems that authenticate must require passwords of users and must block access to accounts if more than three unsuccessful attempts are made.

· Passwords must never be revealed over the phone to ANYONE.

· Passwords must never be revealed in an email message.

· Passwords must never be revealed on questionnaires or security forms.

· User accounts that have system-level privileges must have a unique password from all other accounts held by that user.

· Passwords must not be disclosed to other workforce members or individuals.

· Workforce members must not allow other workforce members or individuals to use their password.

· Passwords must not be written down, posted or exposed in an insecure manner such as on a notepad or posted on the workstation.


	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT24
	Security Incident Reporting Policy 


	2.4.14
	All incidents, threats, or violations that affect or may affect the confidentiality, integrity or availability of ePHI must be reported in accordance to the procedures defined in Creighton’s Security Incidents Response Procedures.  


	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT25
	Data Backup Policy 


	2.4.15
	CU requires each system that collects, maintains, uses or transmits ePHI have a documented data backup plan to create, maintain and recover exact copies of all ePHI.  The data backup plan must require that all media used for backing up ePHI be stored physically in a secure environment, such as a protected, off-site storage facility.  If an off-site storage facility or backup service is used, a written contract or agreement must be used to ensure that the vendor will safeguard the ePHI in an appropriate manner.  If backup media remains on-site, it must be stored physically in a secure location other than the location of the backed up computer systems.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT26
	Disaster Recovery Policy 


	2.4.16
	CU requires that each system that collects, maintains, uses or transmits ePHI have a documented disaster recovery plan developed and implemented to ensure recoverability from the loss of data due to an emergency or disaster such as a fire, vandalism, terrorism, system failure or natural disaster.  The Disaster Recover Plan (Plan) must:

· Include procedures to restore or recover any loss of ePHI due to an emergency or disaster from data backups and the systems needed to make that ePHI available in a timely manner. 

· Include procedures to log system outages, failures, and data loss to critical systems, and procedures to train the appropriate personnel to implement the Plan.

· Be documented and easily available to the necessary trained personnel at all time to implement the Plan.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT27
	Emergency Mode of Operation Policy 


	2.4.17
	CU requires that an Emergency Mode Operation Plan (Plan) be developed and implemented to enable continuation of critical business processes and to protect the security of ePHI while operating in emergency.  Emergency mode operation procedures detailed in the Plan must be tested on a periodic basis to ensure that critical business processes can continue in a satisfactory manner while operating in emergency mode.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT28
	Testing and Revision Policy 


	2.4.18
	Testing procedures must be developed for the data backup, disaster recover, and emergency mode operations plan.  These plans must be tested on a periodic basis to ensure that critical business processes can continue in a satisfactory manner, with or without availability of the primary delivery method.  Revisions to plans described based on changes due to systems design, policy changes (internal or external) or testing results will be documented and submitted. 
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT29
	Evaluation Policy 


	2.4.19
	CU will evaluate the technical and non-technical implementations of its Security Policies and Procedures.  This evaluation will be completed on an “as needed” basis, but not less than once a year.  The purpose of this evaluation will be to determine the effectiveness of the Policies as well as to ensure compliance with state and federal regulations such as HIPAA.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT30
	Business Associate Policy 


	2.4.20
	All Business Associate contracts and other arrangements must be modified with Addendums or revised for compliance with the HIPAA Security Rule.  A Business Associate is an individual or entity that receives PHI from a covered entity, such as a medical practice, so that the business associate may perform services or functions, or assist in the performance of services or functions, on behalf of the covered entity.  An employee of the covered entity or a member of the covered entity’s own workforce is not considered a Business Associate but an independent contractor is.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT31
	Contingency Operations Policy 


	2.4.21
	CU requires the creation of procedures that allow facility access in support of restoration of lost data under the disaster recover plan and emergency mode operations plan in the event of an emergency.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT32
	Facility Security Policy 


	2.4.22
	CU requires the development of a Facility Security Plan with the objective of safeguarding facilities and premises that house systems that maintain ePHI, from unauthorized access, tampering or theft including the equipment present in all such facilities.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT33
	Access Control Policy 


	2.4.23
	CU will control access to its information assets and systems.  Only individuals that have been formally authorized to view or change sensitive information will be granted access to that information.  The fundamental principal of “need to know” will be applied within Creighton University to determine access privileges.  Access to ePHI will be granted only if that individual has a legitimate need for the information.  Reasonable efforts will be made to limit the amount of information to the minimum necessary needed to accomplish the intended purpose of the use, disclosure or request.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT34
	Maintenance Record Policy 


	2.4.24
	Distributed systems administrators will identify the physical components that are essential to security.  These systems administrators must oversee any security-relevant physical modifications.  A maintenance record must be created for each modification made to the physical site, facility or building.  Such information must be securely stored.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT35
	Fair, Responsible, and Acceptable Use Policy for Electronic Resources


	2.4.25
	· Electronic resources (ER) may not be use to damage, impair, disrupt or in any way damage networks, computers or telephonic equipment.

· Unauthorized access, reproduction or use of the ER of others is prohibited.

· Use of ER to interfere or cause impairment to activities of others is prohibited.

· Use of ER to harass or make threats is prohibited.

· Use of ER in pursuit of unauthorized commercial activities is prohibited.

· Use of ER to violate city, state, federal or international laws, rules, regulations, rulings or orders or to violate CU rules or policies is prohibited.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT36
	Workstation Security Policy 


	2.4.26
	CU requires reasonable physical safeguards be implemented for all workstations and other electronic devices that access ePHI.  Physical safeguards should reasonably prevent the theft of or unauthorized access to electronic devices that access, store or transmit ePHI.  Physical safeguards must be implemented where ever the electronic devices exist.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT37
	Media Disposal and Re-use Policy 


	2.4.27
	CU requires that prior to disposal or reuse of hardware or media that contains or previously contained ePHI either the data will be securely overwritten or the device and/or media be physically destroyed and that such steps taken will be documented.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT38
	Accountability Policy 


	2.4.28
	CU requires that a record be maintained to identify movements of ePHI-related hardware and devices.  The movement of hardware, electronic media and devices includes the receipt, removal, storage and/or disposal of ePHI systems.  Such information will also include the identity of responsible persons associated with the movement.  Movements of mobile hardware, media, or devices does not have to be tracked, but ownership of this equipment must be recorded.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT39
	Data Backup and Storage Policy 


	2.4.29
	CU requires that prior to the movement of any system that contains ePHI an exact, retrievable copy of the data will be created and tested.  The backed up data must be stored in a secure location and ensure that the appropriate access controls are implemented to only allow authorized access to all such data.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT40
	Unique User ID Policy 


	2.4.30
	CU requires each individual that accesses sensitive information, such as ePHI, via computer will be granted some form of unique user identification, such as a login ID.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT41
	Emergency Access Policy 


	2.4.31
	CU requires that access to systems containing ePHI used to provide patient treatment be made available to any caregiver in case of an emergency.  System Administrators are responsible for identifying systems that contain ePHI used in the treatment of patients and making this data available during an emergency.    
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT42
	Automated Logoff Policy 


	2.4.32
	CU requires systems that contain or access ePHI adhere to an Automatic Logoff process after a period of inactivity.  The length of time that a user is allowed to stay logged on while idle will depend upon the sensitivity of the information that can be accessed from that computer and the relative security of the environment that the system is located.
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT43
	Encryption Standard Policy 


	2.4.33
	CU strives to provide the highest level of security for all critical data while balancing the challenge of protecting “data at rest” such as that defined in the Access Control standard of the HIPAA Security Rule against the increase in security technology complexity and administrative overhead including performance considerations and usability.  CU will seriously review the viability of securing critical database, file servers as well as ePHI on mobile devices such as laptops and PDAs.  CU will test encryption and decryption capabilities of products and systems to ensure proper functionality.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT44
	Audit Controls Policy 


	2.4.34
	CU will identify critical systems that require event auditing capabilities.  At a minimal, event auditing capabilities will be enabled on all systems that process, transmit and/or store ePHI.  Events to be audited may include, and are not limited to, logins, logouts, and file accesses, deletions and modifications.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT45
	Integrity Control Policy 


	2.4.35
	CU requires that critical ePHI be protected against unauthorized alteration or destruction.  System Administrators are responsible for identifying critical ePHI and implementing procedures or mechanisms to protect against unauthorized alteration or destruction.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT46
	Person or Entry Authentication Policy 


	2.4.36
	To ensure that all individuals or entities that access ePHI have been appropriately authenticated the following procedures must be implemented:

· Workforce members seeking access to any network, system, or application that contains ePHI must satisfy a user authentication mechanism such as unique user identification and password, biometric input, or a user identification smart card to verify their authenticity.

· Workforce members seeking access to any network, system, or application must not misrepresent themselves by using another person’s User ID and Password, smart card, or other authentication information.

· Workforce members are not permitted to allow other persons or entities to use their unique User ID and password, smart card, or other authentication information.

· A reasonable effort must be made to verify the authenticity of receiving person or entity prior to transmitting ePHI.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT47
	Transmission Integrity Policy 


	2.4.37
	CU will maintain integrity controls to ensure the validity of information transmitted over the network infrastructure.  It will determine the information transmitted over open and other networks for such data integrity is a requirement.  This information includes, but is not limited to ePHI.  CU will determine the types of integrity controls to implement to secure ePHI transmitted over open and other networks.  
	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT48
	Email Security Standard Policy 


	2.4.38
	CU recognizes that using email without the use of an encryption mechanism is an insecure means of sending and receiving messages.  CU will evaluate emerging encryption solutions for email and implement them when one is found that is:

· Technically sound

· Reasonable to implement and use by workforce members

· Financially reasonable.

Until a workable encryption mechanism is implemented, CU will utilize the following guidelines regarding sending PHI information via email:

· Emails containing sensitive information are permitted only when both the sender and receiver are members of CU’s workforce and the email stays within the confines of CU’s local network.  That is, both email addresses must end with the “creighton.edu”.  When sending ePHI via email, care should be taken to send only the minimum necessary.

· Emails containing sensitive information may not be sent to any other person outside of CU’s network or email address ending in anything other than “creighton.edu”.  


	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT49
	Network Security Standard Policy 


	2.4.39
	The standard for network protocols in CU’s infrastructure is TCP/IP.  CU will:

· Use encryption as much as possible to protect data

· Use firewall(s) to secure critical segments

· Deploy Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) on all critical segments

· Disable all services that are not in use or services that have use of which you are not sure.


	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT50
	Physical Access Control Policy 


	2.4.40
	CU requires access controls to validate all access by members of the workforce to facilities and systems that maintain ePHI.  Access controls will be enforced to ensure no access to ePHI in any unauthorized manner.


	Creighton University Guide to Policies


	Information Security Officer
infosec@creighton.edu

280.2386



	CT51
	Computer-Based Application System Development Policy 


	2.4.41
	Project responsibility resides with the department(s) that will use the system.  Each application should have a “primary department.”  If an application crosses departments or functions, a representative from each department will be necessary.  System should be developed using structured methodology that includes five phases (from feasibility analysis to post-implementation testing).  Any deviation from policy or procedure should be brought to the Vice President for Information Technology.  DOIT will not ensure support for application systems that do not conform to DOIT standards for interoperability, accessibility and communications compatibility.  
	Creighton University Guide to Policies


	Vice President, Division of Information Technology 

	CT52
	Software Media Control  


	2.4.42
	When possible, the University will purchase the academically priced, licensed software version instead of the boxed version.  The Division of Information Technology (DoIT) is the custodian of all licensed software media.  Purchasing will purchase the software from a supplier; the supplier will issue a paper license or certificate to the requesting department.  This certificate is the legal proof of purchase.  The requesting department is responsible for securing the certificate at the Reinert Alumni Library to use as proof in case of a software audit.  Upon receipt of the certificate, the department will contact DoIT for installation of the software.  Installation requests can be placed at pcwork.creighton.edu.  
	Creighton University Guide to Policies


	Vice President, Division of Information Technology 
Technology Buyer

Angela Franz

afranz@creighton.edu
280.3043


	CT53
	Using Creighton University’s Email as the Official Means of Communication  


	2.4.43
	Creighton University assigned email account(s) shall be the official means of communication with all students, faculty and staff.  All community members are responsible for all information sent to them via their University assigned email account(s).  Members who choose to manually forward mail from their University email account(s) are responsible for ensuring that all information, including attachments, is transmitted in its entirety to the preferred account.  All faculty, staff and students are required to maintain a @creighton.edu computer account.  This account provides both an online identification key and a University Official Email address.  The University sends much of its correspondence solely through email.  This includes, but is not limited to, policy announcements, emergency notices, meeting and event notifications, course syllabi and requirements and correspondence between faculty, staff and students.  Such correspondence is mailed only to the University Official Email address.  Faculty, staff and students are expected to check their email on a frequent and consistent basis in order to stay current with University-related communications.  Faculty, staff and students have the responsibility to recognize that certain communications may be time-critical.  Units with employees that have limited access to a computer are asked to post University notices in an easily accessible space.  
	Creighton University Guide to Policies


	President’s Office

Kathy Morgan

kamorgan@creighton.edu

280.4079


	CT54
	Documentation Policy  


	2.4.44
	In order to maintain compliance with HIPAA Security Rule in written (or electronic) form as it relates to Creighton University policies and procedures, and if an action, activity or assessment is required, to maintain a written (which may be electronic) record of the action, activity or assessment, Creighton University will retain documentation required by the HIPAA Security Rule for six (6) years from the date of its creation or the date when it was last in effect, whichever is later.  Creighton University will make documentation available to those persons responsible for implementing the procedures to which the documentation pertains.  In addition, a periodic review of documentation, and updates as needed, should be completed in response to environmental or operational changes affecting the security of the electronic protected health information.    
	Creighton University Guide to Policies


	Information Security Officer

infosec@creighton.edu
280.2386




Payroll and Human Resources (PH)

	PH1
	Payroll Changes
	PYPR 01
	In order to ensure accurate personnel and payroll records and corresponding valid and accurate payments of salaries, wages and benefits, certain procedures have been established to assist units in providing the necessary information to comply with applicable policies, regulations and guidelines.  
	Controller’s Office Website

www.creighton.edu
Controllers/
	Payroll Office

Rosie Meekins

rmeekins@creighton.edu
280.2769

	PH2
	Time Sheet Submissions
	PYPR 02
	The University pays only valid salary and related payroll expenses.  Supervisors are to ensure that policies related to payroll and paid time off work are adhered to.  Salaries, wages and benefits are greater than 70% of the University’s operating budget.
	Controller’s Office Website

www.creighton.edu
Controllers/
	Payroll Office

Rosie Meekins

rmeekins@creighton.edu
280.2769

	PH3
	Special Pay to Employees for Services
	PYPL 01

and

PYPR 03
	Services performed for Creighton University by employees of the University are compensated through the employee’s salary, whether monthly or biweekly.  In special cases, employees may receive additional cash compensation from the University for other services performed, including research stipends, service awards and other awards.  In situations when a special pay is warranted for an employee of Creighton University, a HR-58 form must be completed.  Once completed and approved, this form must be processed through Payroll to properly account for all tax implications for compensation paid to an employee of the University. No exceptions to this policy can be allowed.
	Controller’s Office Website

www.creighton.edu
Controllers/
	Payroll Office

Rosie Meekins

rmeekins@creighton.edu
280.2769

	PH4
	Employee Orientation

HR Provides a one day University Orientation.
	Best Practice
	New employees should complete an orientation to their positions and the University.  The aim is to provide a basic understanding of job duties, how the new staff member’s job supports the University’s mission, and to clarify the benefits and rewards of working for the University.  
	(Unit Policy Book)

(Unit Website)
	Unit Leader

Human Resources

280.2709

	PH5
	Harassment and Discrimination

(Topic addressed in former policy “Employment Discrimination” dated July 15, 1977.  The revision was so extensive that it was introduced as a new policy utilizing the former policy number.)
	2.2.3
	CU believes that each individual should be treated with respect and dignity and that any form of harassment and/or discrimination is a violation of human dignity.  CU condemns harassment and discrimination and maintains a ‘zero-tolerance’ for harassment and/or discrimination.  A member of the University’s community who believes himself/herself to be a victim or any individual who has witnessed or has knowledge of instances of such conduct is encouraged to report the information to the University to enable investigation and corrective action to be taken where appropriate.  This policy applies to all incidents of alleged harassment and/or discrimination, including those which occur off campus or outside of normal work, class or business hours where the alleged incident involves a member of CU.  The person making an allegation may utilize an informal or formal process to resolve the situation.  The Harassment and Discrimination Committee is charged with the responsibility to review and resolve reported allegations.  Definitions and procedures are outlined within the policy.  Confidentiality is to be strictly maintained to the extent feasible.
	Creighton University Guide to Policies
	Students

Associate VP for Student Services

280.2775

Employees

Affirmative Action Director
 280.3084

Harassment and Discrimination Committee

	PH6
	Extra Salary Payments for Exempt Employees
	2.2.8
	To regularize, predict and control the outflow of budgetary funds designated for wage and salary purposes, University salary administration precludes the payment of overtime to exempt employees.  In exceptional circumstances, regular full-time exempt non-faculty employees may earn salary compensation in addition to regular pay.  Such pay for exceptional circumstances may be granted subject to:

1. Prior approval of the interested Vice Presidents(s)

2. Final approval of the President.

Exempt employees must not be misled or misinformed regarding compensation for “extra” work.  If supervisors are involved in discussions related to extra work, it is their responsibility to inform employee(s) that University policy precludes special payment.  
	Creighton University Guide to Policies
	Human Resources

280.2709

	PH7
	Weather or Emergency Related Absence
	2.2.9
	The decision to close or delay opening of the University due to severe weather or other emergency situations rests with the President.  Independent decisions may not be made at the college, school or department level.  In the event of severe weather, the decision to close or delay opening the University will be made by 6 a.m.   Employees may listen to newscasts or call the CU Weather Hot Line.  All employees are responsible to make every reasonable effort to maintain their regular work schedules but are advised to avoid undue risks in traveling.  Except for emergency personnel, employees who may be concerned about safety in traveling to and from work may use their judgment whether to stay home or leave work early after consulting with their supervisors.  However, the employee will be expected to charge the time off to vacation, accumulated holiday hours or leave without pay.  Sick time may not be used for this purpose.  If a decision is made to close, delay opening or curtail operations, employees will charge the time off (hours not worked) to ‘excused time’.  They will not be required to make up the lost time.  However, if the employee would have otherwise been absent due to a regularly scheduled day off or the use of sick and/or vacation time, excused time will not be used.
	Creighton University
Guide to Policies
	Creighton University
Weather Hot Line

280.5800

	PH8
	Family and Medical Leave
	2.2.14
	The Family and Medical Leave Act of 1993 (FMLA) requires employers with 50 or more employees to allow eligible employees to take up to 12 workweeks of unpaid, protected leave in a 12-month period for specified family and medical reasons.  During the leave, an employee is entitled to job protection and the retention of health benefits as if active employment were continuous.  Upon return from the leave, an employee must be reinstated to his/her former or an equivalent position.  As a Roman Catholic institution in the Jesuit tradition, Creighton University strives to protect the dignity of all persons.  The University will provide a total of 12 workweeks in a “rolling” 12-month period of job protected unpaid leave to eligible employees for one or more of the following circumstances:

· The birth or placement of a child for adoption or foster care;

· To care for an immediate family member (spouse, child or parent) with a serious health condition; or 

· To take a medical leave when the employee is unable to work because of a serious health condition.

Spouses who are both employed by the University and meet the definition of “eligible employee” are entitled to 12 workweeks of leave each for the birth, placement for adoption or foster care of a child as well as a total of 12 workweeks each for the other qualifying events listed.
	Creighton University
Guide to Policies
	Human Resources

280.2709

	PH9
	Tobacco-Free 
	2.2.17
	Creighton University is dedicated to providing a healthy, comfortable and productive living and working environment for our faculty, staff and students as well as our visitors.  Therefore, Creighton University will provide a tobacco-free environment covering tobacco of any kind, including the use of smokeless or “spit” tobacco and applies to all faculty, staff, students and visitors of Creighton University.  This policy includes the prohibition of tobacco sales on campus, student organizations accepting money and gifts from tobacco companies and tobacco advertisements in University-sponsored publications.   
	Creighton University
Guide to Policies
	Human Resources

280.2709

	PH10
	Alcohol
	2.2.18
	University-sponsored events at which alcohol is served, and faculty or staff sponsored University-related social events on or off campus at which alcohol is served shall be considered “University events”.  For all University events at which alcohol is served, nonalcoholic beverages must be made available, identification checks of any person who may be underage must be completed and all employees are encouraged to use alcohol responsibly at all times.  Disregard of this policy could cause damage to Creighton University’s reputation and set poor examples to other employees and students.  It is the responsibility of individual supervisors to communicate this policy to their employees.  In addition, supervisors may have to counsel employees whose behavior indicates a lack of awareness of this policy.  Non-adherence to this policy could result in disciplinary action.     
	Creighton University
Guide to Policies
	Human Resources

280.2709

	PH11
	Absenteeism & Tardiness
	2.2.19
	Attendance and punctuality are expected of all employees to ensure that the University is meeting the needs of those it serves.  Attendance standards must be enforced.  Paid sick leave is provided when one is unable to work due personal illness, injury or disability, illness of an immediate family member when the employee’s presence is necessary or for medical and dental appointments during working hours.  No other uses of sick leave are authorized.  Exceptions may be made for chronic illness or hardship.  Expectations of the employee and the supervisor and the procedure for addressing excessive absenteeism and tardiness are outlined in the policy.
	Creighton University Guide to Policies
	Human Resources

Kathy Custard
kathycustard@creighton.edu
280.2462

Janel Allen

janelallen@creighton.edu
280.1727



	PH12
	Employee Performance & Conduct
	2.2.20
	It is the duty and responsibility of every employee to be aware of and abide by existing policies and procedures.  Every employee is responsible for satisfactory performance of duties as stated in the PIQ.  Employees are encouraged to take advantage of learning opportunities and to request additional instruction when needed.  Creighton believes in the value of progressive discipline as a method of addressing employee issues.
	Creighton University Guide to Policies


	Human Resources 

Kathy Custard
kathycustard@creighton.edu
280.2462

Janel Allen

janelallen@creighton.edu
280.1727



	PH13
	Pre-Employment Background Investigations
	2.2.21
	All full- and part-time staff positions, which includes newly hired staff employees (external candidates) and current employees applying for a new position (internal candidates) are subject to a background investigation.  One should not assume a thorough investigation was conducted when a staff employee was originally hired or that information revealed in a previous background check has not changed.  If adverse information is reported for a current CU staff employee (internal candidate) it may adversely impact his/her current employment.  Via a contractual arrangement with an outside vendor, background investigations will be conducted once an official offer of employment has been extended.  Actual commencement of employment is contingent upon the results of the screening process.  The investigations to be conducted will be determined by HR based on the duties, responsibilities, autonomy levels and amount of supervision provided the position.  Investigations include, but not limited to, a combination of any of the following:

· County Criminal Record Search (required)

· Social Security Number Search (required)

· Alias Name Search (required)

· Found Protection Orders (required)

· Found Wants and Warrants (required)

· Residential History Search (required)

· Office of Inspector General (OIG) Cumulative Sanction Report (required for health care staff)

· Federal Criminal Record Search

· Credit Report

· Driving Record

· Education and/or License Verification

· Employment or Personal Reference Check

· Sex Offender Registry

The hiring supervisor is required to secure a completed Background Investigation Acknowledgement and Authorization Form from each interviewed candidate and provide the candidate with a copy.  Once an offer has been extended, the hiring supervisor must verbally obtain the Section II information on the aforementioned Form and forward to HR for processing.
	Creighton University Guide to Policies
	Human Resources 280.2709

General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

	PH14
	Prohibition of Weapons and Concealed Handguns
	2.2.22
	All faculty, staff, students and all other persons are prohibited form carrying a weapon of any kind, including concealed handguns, onto Creighton property or into any Creighton facility.  This prohibition includes concealed handguns that are legally carried under state law.  
	Creighton University

Guide to Policies
	Human Resources

280.2709

	PH15
	Flexible Work Schedule
	2.2.23
	The first priority of each University department is to accomplish objectives.  However, flexible work arrangements allow employees to complete their employment duties and responsibilities while working a non-traditional work schedule.  Such arrangement may be useful to both the department’s operational requirements and support an employee’s personal needs.  Flexible work schedules do not apply to all employees and all types of positions.  
	(Unit Policy Book)

(Unit Website)
	Human Resources

280.2709

	PH16
	Promotions and Transfers
	University Practice
	Promotion from within is allowed for all positions other than president, vice presidents, deans and faculty.  Staff members with 6 months of service in present position may apply via the standard application through the online PeopleAdmin system.  Promotion is the advancement to a position with greater challenge and responsibility, wherein a transfer is the movement to a different assignment in a different area (lateral move).
	(Unit Policy Book)

(Unit Website)
	Human Resources

280.2709

	PH17
	Employee Training and Development
	Best Practice
	A workforce that is developing skills and increasing capacity is generally more productive and satisfied in their employment than those who do not have such opportunities.  General training and development opportunities are provided by the University.  Specific training and development opportunities are provided by supervisors and coworkers or via off-campus non-University groups.  Supervisors should support employees who seek training and development opportunities.  Good judgment is necessary to ensure equity and reasonableness in covering usual job responsibilities. 
	(Unit Policy Book)

(Unit Website)


	Human Resources

280.2709

	PH18
	Utilization of University Training
	Best Practice
	The University expends significant resources in various divisions to provide specific in-house training to assist Units and their employees in the development of skills and fulfillment of responsibilities.  Regular training may be obtained in the following areas:

· Accounts Payable and Property Management

· Procurement Card

· Software Training 

· Environmental Health and Safety 

· Grants Administration

· Human Resources

· Health Sciences Billing Compliance

· Research Compliance
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	PH19
	Coverage for Temporary Absences
	Best Practice
	A Unit and the University can be negatively impacted by temporary absences if key functions are not performed at all or diminish in quality and response.  Cross training when possible and sufficient planning for absences, whether anticipated or unanticipated, will go a long way toward easing stress, improving morale and achieving the objectives.
	(Unit Policy Book)

(Unit Website)
	Unit Leader


	Purchasing (P)


	
	
	
	

	P1
	Purchasing Policy Awareness and Understanding
	Purchasing Policy Section 1.2
	Due to the large volume of purchases, the University, through skilled negotiators (buyers), is able to take advantage of contracts that enable costs to be reduced and therefore controlled.  The primary responsibility of the Purchasing Department is to assist in the purchase of materials, supplies and services at the proper time, place, quantity, quality and price consistent with University needs.  All employees share the responsibility to achieve the purchasing objectives and comply with the related policies and procedures.  

· Minimum P.O. $100

       Materials, Supplies and Services

· Under $5,000, total order under $20,000 – placed through Purchasing without competitive bidding if with an approved supplier.

· Over $5,000, and total order under $20,000 – placed through Purchasing with competitive bidding with documentation (exceptions apply and must be approved by the Director).

· Over $20,000 (total order or single item) requires competitive bidding through Purchasing (Vice President for the area and the Vice President for Administration and Finance must approve exceptions).

Capital Assets

· $10,000 to $24,999 approval of area VP.
· $25,000 to $49,999 prior plus Vice President of Administration and Finance.
· $50,000 to $499,999 prior plus President.
· Over $500,000 prior plus Board of Directors.
· All contractual documents forwarded to Purchasing.
· Method of financing to be reviewed by Associate Vice President of Finance.
· Direct Pay Requests for expense reimbursements and miscellaneous purchase under $1,000.
· Visa Business Card for low-cost goods and services with certain restrictions (see Section 6.2).
	Purchasing Website

www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P2
	Bid Confidentiality
	Purchasing Policy Section 2.1
	Unauthorized disclosure of quotations, bids or other pricing arrangements to third parties (competitors) is strictly prohibited.  It is unethical, may be in violation of certain antitrust laws and damages the University’s competitive position.
	Purchasing Website

www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P3
	Ethical Practices and Supplier Relations
	Purchasing Policy Section 2.2
	It is the responsibility of all employees to work to maintain the good name of the University and develop and maintain good relationships with suppliers.  Each employee represents the University and should reflect and present the interests of all departments, fully adopting the University point of view (as opposed to a department point of view).
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P4
	Gifts and Gratuities
	Purchasing Policy Section 2.3
	Gifts and gratuities of nominal value (<$25) are the property of the employee.  All other gifts and gratuities are for the sole benefit of the University.  Gifts in excess of $100 shall be reported to Development for recognition and reporting.  Any gift received by an employee shall not be considered a reason for favored treatment of the gift giver.  Key points – avoid influences that could conflict with the best interest of the University or prejudice the University’s reputation, purchasing conduct is to be above reproach, employees not complying with the policy shall be subject to disciplinary action.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P5
	Minority Supplier Purchases
	Purchasing Policy Section 2.4
	It is the responsibility of each employee involved in the procurement process to work with Purchasing in the development and use of minority suppliers.  The University has established a program that encourages and supports minority business enterprises.  It develops a partnership with these firms to mutually benefit Creighton University and these firms in providing products and services at the best possible price in conjunction with sound business practice.  The Purchasing Department maintains a supplier list that allows for coding of minority suppliers.  Contact Purchasing for assistance in identifying potential minority suppliers.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P6
	Purchases from Employees
	Purchasing Policy Section 2.6
	It is the policy of the University not to purchase any goods or services from any employee or close relative of an employee.  This includes transactions by employees who purchase equipment with the intent of obtaining reimbursement.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P7
	Contract Formation
	Purchasing Policy Section 3.1
	All University personnel and Purchasing employees who are involved in contract formation for goods or services shall comply with all local, state and federal regulations without qualification or evasion.  Contracting methods commonly require written documents.  Examples include:

· Purchase Orders

· Order Releases

· Formal Contracts

· Purchase Order Acknowledgements

· Purchase Order Change Notice

· Open and Standing Orders

Any questions about the relationship being created by the instrument should be directed to the University General Counsel Office.  The policy also contains specific information regarding Purchase Orders.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

	P8
	In-house vs. Outside Suppliers
	Purchasing Policy Section 3.3
	Many of the goods and services required for University operations can be produced by in-house departments.  In-house suppliers should always be considered.
	Purchasing Website www.creighton.edu/
Purchasing
	Purchasing Department

280.2712

	P9
	Competitive Quotes
	Purchasing Policy Section 3.4
	Quotations shall be obtained for the procurement of goods or services with an estimated unit price or total order value of over $5,000 and total order value under $20,000 that are not covered by a contractual or pricing agreement.  Procedures summary:

· One written quote for purchases with estimated unit value of $4,999 and total order value under $19,999. 

· Written quotes (at least three) for capital equipment purchases, nonstandard conditions or requirements, situations where thorough defined documentation is advisable.

· Consideration for in-house suppliers.

· Qualify supplier, give consideration for minority-owned contractors and Buy the Big O area.

· The Buyer should coordinate responses to technical questions.

· Requisitioner and Buyer determine lowest acceptable bidder.

· Documentation to be retained in Purchasing.

· Nondisclosure of quotes.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P10
	Bids
	Purchasing Policy Section 3.5
	Competitive bids shall be obtained prior to the procurement of goods or services with a total order value greater than $20,000 that is not covered by a contract or agreement.  Procedures summary:

· Bid requests should be typed, in standard format.  Complete information should be included (e.g. quantity, description, delivery requirement, special conditions, drawings, specifications, date information required, etc.).

· A minimum of three suppliers is acceptable.

· Solicit and receive bids from approved suppliers.

· Consideration for in-house suppliers.

· Qualify supplier, give consideration for minority-owned contractors and Buy the Big O area.

· The Buyer should coordinate responses to technical questions.

· A summary is to be prepared noting all pertinent data and discrepancies.

· Buyer to determine lowest acceptable bidder and award the order after considering the preference of the requisitioner.

· Documentation to be retained in Purchasing.

· Nondisclosure of quotes.

· Unsuccessful bidders to be notified by Buyer.

Unless exception approved by Director of Purchasing, no bids from a company owned or controlled or actively influenced by a University employee or immediate relative; company who employs in management, consulting or sales capacity any person who is a University employee or a company who employs in any capacity a University employee who is in a position to influence the selection of, or conduct business with, such supplier.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P11
	Bids and Quotations – Evaluations
	Purchasing Policy Section 3.6
	The selecting of a supplier that best suits the needs of the University is one that requires judgment and experience.  The key factors of delivery, quality and price must be weighted appropriately in the selection process.  Other factors may also impact the selection of a supplier including:

· Developing an alternate source of supply.

· Split-ordering to ensure minimum quantity is obtained with additional ordered from a new or untried supplier. 

· Consideration for local or minority-owned suppliers.

· Buyer coordinates correspondence, determines lowest acceptable bidder and makes award.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P12
	Purchase Order – Single/ Sole Source Justification
	Purchasing Policy Section 3.12
	Purchasing may waive the competitive process for equipment, material, supplies or services with a unit value exceeding $5,000 and approve single/sole source procurement.  Purchasing judges the reasonability of the procurement based on the requester’s investigation, evaluation and documentation justifying the single or sole source supplier.  If a federal grant specifies a supplier of services by name and the grant approval includes the named providers, the bidding requirements may be waived and the procurement considered sole source.  Documentation from the grant is to be forwarded with the requisition.  The Purchasing Department will negotiate the purchases from a single or sole source.

· Single/Sole Source Justification Form must be completed 

· Single/Sole source must be justified.

· Justification must be supported by factual auditable statements of need and must be signed by the Principal Investigator, Department Head, or Director.

· Appropriate approvals must be obtained.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P13
	Materials Control
	Purchasing Policy Section 4
	Various policies and procedures have been put in place for the purchasing of materials.  The following highlights the policies.

· 4.1 Animal Procurement (Procurements are to comply with USDA, NIH, and the University’s IACUC rules and regulations.)

· 4.2 Hazardous Materials (Unit’s are to follow policies of the University’s Hazard Communication Plan for materials designated hazardous by the EPA, OSHA, NFPA, and state and local statues.)

· 4.3 Radioactive Materials (Unit’s are to comply with Nebraska Department of Health, Division of Radiological Health regulations and the policies of the University’s Radiation Safety Committee.)

· 4.4 Inspection and Defects (Procedures outlined to protect the University, prompt receiving and inspection, prompt notification of defect to the supplier, prompt action upon discovery of concealed damage.)

· 4.5 Return Goods (End user is responsible for returns.  Purchasing may assist when return of goods exceeds $500.  Policy addresses handling procedures.)

· 4.6 Disposal of University Surplus Materials (all assets purchased with University funds are property of the University.  Surplus furniture, equipment and materials are to be surrendered for re-use by University departments.  Re-selling of assets within the University is prohibited.)


	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P14
	Miscellaneous
	Purchasing Policy Section 5
	Various miscellaneous policies and procedures have been put in place for the purchasing of materials.  The following highlights the policies:

· 5.1 Import Requirements (Responsibility with each employee involved to ensure procurements comply with import requirements, recommended that all foreign procurements be handled by PO.)

· 5.2 Sales Tax Exemptions (All sellers or suppliers should be furnished a copy of the exemption letter, University purchases consistent with exempt function are not subject to sales tax, paid by check or draft or University credit card, no exemption for personal use.)

· 5.3 Solicitations (All unsolicited calls, literature or faxes should be forwarded to the Purchasing Department for proper disposition.)

· 5.4 University Vehicles (Vehicles are intended for use by University personnel in conjunction with operations of an educational institution, various procedures outlined.)
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

280.2712

	P15
	Small Dollar Purchasing – Credit Cards
	Purchasing Policy Section 6.2
	The University credit card program provides a convenient and efficient means of purchasing low-cost items incurred for University business.  Personal charges are prohibited.  Use of the card is a privilege and may be revoked for non-compliance.  A credit card agreement must be signed by each cardholder.  Cards are issued to an individual upon approval of department supervisor and area Vice President.  A department credit card custodian shall be designated and have responsibility for reconciling monthly statements and all associated paperwork.  Various items are restricted from purchase.  No single item is to exceed $1,000 (hotels, airline tickets and certain travel expenses are exempted).  All cards are to be kept in a secure location. Responsibilities of the Custodian and User are outlined.
	Purchasing Website www.creighton.edu/
Purchasing


	Purchasing Department

Credit Card Coordinator
Stacy Wilson
stacywilson@creighton.edu
280.2713

	P16
	Relocation Program
	Purchasing Policy Section 6.4

Controller’s Office
GNPL 05
	Relocation expenses incurred by newly hired full-time faculty members, professional employees and administrators may be reimbursed at the discretion of the responsible Dean or Vice President to a maximum of $5,875 per an approved formula.  Relocation expenses do not include costs of travel for job interviews.  Exceeding the maximum requires the approval of the responsible Vice President.  Detailed procedures are outlined.
	Purchasing Website www.creighton.edu/
Purchasing

Controller’s Website

www.creighton.edu/
Controllers
	Purchasing Department

280.2712

Controller’s Office
280.2288

	P17
	Travel Policy and Procedures
	Purchasing Policy Section 6.5
	This policy sets forth the privileges and responsibilities of administrators, faculty, staff, and students in using University resources for business travel.  The objectives are three fold: 1) to ensure an understanding of the travel policies and procedures, 2) to provide travelers with a reasonable level of service and comfort at the lowest possible cost, and 3) to maximize the University’s ability to negotiate discounted rates with preferred suppliers and contain travel expenses.  Significant topics include:

· Travel Arrangements

· Method of Payment

· International Travel

· Lodging

· Rental Car

· Ground Transportation

· Using Your Personal Vehicle on University Business

· Personal Meal Expenses

· Business Meal Expenses

· Business Meals With Other Employees

· Entertainment

· Visa-Small Dollar Procurement

· Personal Credit Card

· Cash Advances

· Travel and Business Expense Report (TER)

· Spouse/Companion Travel

· Telephone

· Gratuities

· Other Reimbursable Expenses

· Nonreimbursable Miscellaneous Expense
	Purchasing Website

www.creighton.edu/
Purchasing


	Purchasing Department

280.2712


Accounting (A)

	A1
	Cash and Checks
	Controller’s Office

GNPL 01

GNPR 01
	All cash and checks should be deposited using prescribed forms and processed on the same day as collected or the next day.  Checks should be restrictively endorsed.  Any deposit held overnight should be in a locked environment with minimal access and close controls over keys and/or combinations.  University funds are not to be taken home by individuals.  Cash and checks may be counted or verified by more than one individual, however; a single individual should be held fully accountable for all cash and checks received by a Unit.
	Controller’s Website

www.creighton.edu/
Controllers
	Controller’s Office

Marlene Scott

mscott@creighton.edu
280.4736



	A2
	University Gift Transmittal
	3.1.3 

3.1.4
	All gifts to Creighton University must be properly recorded and acknowledged by the Development Office.  Appropriate records must be created for accounting and taxation purposes and to ensure that the donor’s wishes regarding restrictions (if any) are documented.  When gifts are received, the Unit head should prepare a Gift Transmittal Form and forward it to the Development Office with the gift.  A copy is to be retained by the Unit.  Cash or its equivalent (negotiable securities) should be hand delivered. 
	Creighton University Guide to Policies
	Creighton University

Development Office

280.2740

	A3
	Petty Cash Funds
	Controller’s Office GNPL 02

GNPR 02
	Petty cash funds must be approved and a custodian identified.  Purchases are limited to $50 each.  No advances or cashing of personal checks or travel expenditures is allowed.  Other restrictions and guidelines apply.  Forms are required for establishment and operation of the fund.
	Controller’s Website www.creighton.edu/
Controllers
	Controller’s Office

Marlene Scott

mscott@creighton.edu
280.4736



	A4
	Tagging Fixed Assets
	Controller’s Office 

FAPL 02

FAPR 01
	All fixed assets of $5,000 or more are to be identified and tracked in the University’s Fixed Asset system.  Tags should be placed on the equipment in the manner prescribed within 30 days. 
	Controller’s Website www.creighton.edu/
Controllers
	Controller’s Office

Inventory & Fixed Assets

280.1726

	A5
	Fixed Assets Disposals and Movements
	Controller’s Office FAPL 04

FAPR 03
	The Controller’s Office is to be advised of fixed asset disposals and movements via the prescribed forms designed for that purpose.  Disposals are to be coordinated with Purchasing.  Any moves within a building, between buildings or in or out of storage are to be reported.  If a new Unit obtains equipment from another Unit, the movement must be reported even if the equipment stays in the same physical location.   
	Controller’s Website www.creighton.edu/
Controllers
	Controller’s Office

Inventory & Fixed Assets

280.1726

	A6
	Direct Pay Requests (DPRs) and Travel & Business Expense Reports (TERs)
	Controller’s Office APPR 03

APPR 06
	Standard forms are to be used to request payments and should be completed fully and accurately to assure timely processing and proper account distribution.  All appropriate approvals by signature are to be obtained prior to submission to Accounts Payable.  The University is generally not subject to sales tax.  Vendor discounts should be taken when practicable.

DPRs – Before invoice is processed, the Unit should ensure goods were received and are satisfactory.  The Unit should then identify the proper account distribution and check budget availability. 

TERs – The traveler should submit reimbursement requests no later than seven (7) days after the trip.  Original receipts in excess of $75 must be submitted with the TER.  Personal non-business expenses should be excluded from the TER.  Advances should be accounted for properly.
	Controller’s Website www.creighton.edu/
Controllers
	Controller’s Office

Accounts Payable

Kelley Klahn

kklahn@creighton.edu
280.2681

	A7
	Unit Disbursements
	Controller’s Office APPL 09
	Proper documentation is required for all disbursements.  Documentation should include:

· Date of transaction

· Vender/Service provider name

· Total cost

· Itemized listing of goods or services and cost for each item

All grant expenditures must have proper documentation.  Expenses to be reimbursed to employees $75 or greater must be documented.  All lodging expenditures must be documented regardless of amount.
	Controller’s Website www.creighton.edu/
Controllers
	Controller’s Office

Accounts Payable

Kelley Klahn

kklahn@creighton.edu
280.2681

Grants Accounting

Dave Madsen
davidmadsen@creighton.edu
280.3986

	A8
	Reconciliation of Banner Postings
	Best Practice
	Prudent fiscal practices dictate a review of revenues and expenditures for proper posting and overall integrity of the financial reporting and budgeting process.  Only valid Unit revenues and expenditures should be accounted for and measured against planned budgets.  Although the Controller’s Office and Budget Office review for unusual items, it is not their primary responsibility to perform this function. The Unit is responsible to ensure that transactions and balances are correctly reflected in the Banner Financial System.  
	(Unit Policy Book)

(Unit Website)
	Unit Leader


Budgeting (B)

	B1
	Financial Reports – Awareness and Understanding
	Best Practice

 Internal Control Integrated Framework©
	Three reports must be properly understood by Unit personnel to effectively perform duties associated with monitoring an organization’s budget:

· Financial Responsibility Report (Monthly)

This report shows current month budget to actual and year-to-date budget to actual with a column showing total annual adjusted budget.  It is useful in analyzing total activity in each specific account for the respective periods.

· Organizational Detail Activity (Monthly)

This report shows the transactions that were posted to Banner for the month with the balance of the account before and after the monthly transactions also shown.  Encumbrance activity, funds committed but not yet paid, are also shown.

· Available Balance Report (4 times per year)

This report is helpful in projecting activity for the Current Estimate process.  The original approved budget along with any permanent or temporary adjustments are shown with activity year-to-date and available balances shown by account.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	B2
	Financial Monitoring
	Best Practice

Internal Control Integrated Framework©
	Proper monitoring of revenue and expenditures and an understanding of significant variances from expectations is essential for sound fiscal management.  Based on the information obtained, corrections or modifications can be made to spending plans to ensure that the fiscal objectives for the period are met.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	B3
	Use of “Shadow” Systems
	Best Practice

Internal Control Integrated Framework©
	Shadow systems are systems that duplicate the information of other systems, are often unnecessary and inefficient and are generally discouraged.  The Banner financial application contains sufficient data to monitor revenue and expenditures and perform variance analysis.  With a proper understanding of the Banner reports available and the monitoring process, shadow systems are seldom needed to meet information needs.    
	(Unit Policy Book)

(Unit Website)
	Unit Leader


	B4
	Operational Analysis
	Best Practice

Internal Control Integrated Framework©
	The annual budget expresses Unit goals in terms of financial and operating objectives.  It represents the financial resources necessary to execute the operating plan in accordance with expectations.  The budget must be sufficient in detail to provide relevant information for evaluation of the operating plan and the measurement of actual to planned results.  Budgeting is a critical tool used for both planning and control purposes.
	(Unit Policy Book)

(Unit Website)
	Unit Leader

	B5
	Planning and Budget Cycle

Note: The Budget Office Website contains 15 University budget policies and 5 related procedures currently in effect.  All areas should be familiar with these policies and

follow them in the creation and management of their budgets.
	BDPL 1
	The University follows a methodical budgeting and planning process that attempts to align strategic objectives with the resources necessary to accomplish them.  From the planning process, an Annual Operating Plan is prepared.  An Operating Budget is prepared each year based on University objectives and priorities for the new budget year, which are stated in the Operating Plan.  Each month, variance analysis is performed to identify and explain the reasons for material revenue and expense variances from budget.  On a quarterly basis, all budget areas provide a projection of year-end results using a combination of year-to-date actual data plus realistic and achievable estimates of revenues and expenses for the remainder of the year.  The current estimate of year-end results will be compared to the original budget approved by the Board of Directors.  This information is provided to the Budget Office for summation and presentation to the President and Board of Directors. 
	Budget Website

www.creighton.edu/

Budget
	Budget Office

Fred Nesler

fnesler@creighton.edu
280.2084

Budget Office

Bruce Peters

bpeteres@creighton.edu
280.1122

	B6
	Budget Assumptions Analysis
	Best Practice

Internal Control Integrated Framework©
	The control aspect of budgeting is dependent upon reliable information.  If assumptions, estimates or projections are not realistic or likely and the actual results are not accounted for correctly, then the value of the information derived is diminished for current decision making and future planning. 
	(Unit Policy Book)

(Unit Website)
	Unit Leader


Safety and Related Issues (S)

	S1
	Injury and Illness Prevention Program (IAIPP)
	State Law

Best Practice
	It is the policy of Creighton University to provide a safe and healthy environment for all faculty, employees, students and visitors to campus.  It is the responsibility of all vice presidents, deans, department chairs, directors and supervisors to insure that their respective areas are safe and that their employees are properly trained and briefed on the hazards of the work place.  It is the responsibility of all employees to follow safe work practices within their respective work areas (OSHA General Duty Clause).  The Vice President of Administration and Finance through the Department of Environmental Health and Safety is charged with the implementation of the Injury and Illness Prevention Program (Nebraska Law LB-757). 
	Laboratory Safety Manual

EHS Website

www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

	S2
	Safety Training Policy
	IAIPP

Section 3.0
	All University employees are to receive safety training, i.e. initial safety orientation on rules, policies and job-specific procedures for performance of their duties.  

· New Employee Orientation

· OSHA mandated specific training for hazardous work

· Annual refreshers as required

· Additional training

· Supervisor’s responsibility to schedule training

· Unit to take an active role in safety training

· Safety Suggestion Program
	Laboratory Safety Manual 

EHS Website www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

	S3
	Unsafe or Unhealthy Conditions
	IAIPP 

Section 4.2
	Any unsafe or perceived unhealthy conditions should be immediately reported by employees, students, or visitors to Environmental Health and Safety and/or Public Safety.  Emergency situations should be immediately reported to Public Safety.
	Laboratory Safety Manual 

EHS Website www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

Public Safety

280.2104

Public Safety

Emergency #

280.2911

	S4
	Accident Reporting and Investigations
	IAIPP

Section 5.0
	All work-related injuries or illnesses should be reported immediately to supervisors.  In the event of an emergency, Public Safety must be notified.  All serious accidents will be reported to OSHA.  Notification will be made in the event of death of an employee on the job or hospitalization of two or more employees in the same accident.  Less serious cases require the investigation report to be presented to University administration and disclosed to the University’s insurance carrier.  Investigations must be properly documented in accordance with Section 5.2.
	Laboratory Safety Manual 

EHS Website www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

Public Safety

Emergency #

280.2911

	S5
	Work Place Hazards Identification
	IAIPP

Section 6.0
	All students, faculty and staff have a responsibility to report work place hazards or deficiencies.  Employees should report potential hazards to their supervisors.  Supervisors should report hazards to the Environmental Health and Safety Director.  Failure to report a hazard is viewed as job negligence.  Rules are set forth in Section 6.1.  Units are encouraged to conduct regular safety inspections.  At least annually, inspection reports should be filed with the Office of Environmental Health and Safety.  Hazards identified through work site inspections shall be corrected at the Unit (Department) level.  
	Laboratory Safety Manual 

EHS Website www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

	S6
	Accident Documentation and Record Keeping
	IAIPP

Section 7.0
	City, State and Federal regulations require that University accidents and incidents relating to safety matters be documented and retained.  Environmental Health and Safety maintains all records of accidents, employee training and hazard identification for five years.  Supervisors, Risk Management and Environmental Health and Safety all perform steps to fulfill OSHA requirements.  Forms required may include:

· HR-24 (Creighton Incident Report)

· OSHA Form 300

· OSHA Form 101, or Form 5020 (Employers Report of Injury or Illness)

· OSHA 300 Summary Log
	Laboratory Safety Manual 

EHS Website www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

Risk Management Office

280.5833

	S7
	Vehicle Safety
	2.1.14
	Any individual who, in the course of their employment, is frequently required to operate a motor vehicle, University-owned or personally-owned, to perform University business must conduct themselves accordingly to help in the prevention of accidents and minimize the risk of personal injury associated with those incidents.  Prior to hire, transfer or promotion, a review of the applicant’s driving history will be completed.  All University motor vehicle operators must have a valid driver’s license and adhere to vehicle operator’s responsibilities outlined.  The vehicle operator is responsible for reporting all accidents regardless of damage.  Accidents that occur on University property must be reported immediately to Public Safety while accidents off CU property must be reported to the appropriate law enforcement agency and to the Risk Management Office as soon as practical.  Department heads are responsible for ensuring that University-owned vehicles are operated by authorized CU motor vehicle operators only.  
	Creighton University Guide to Policies

www2.creighton.edu

fileadmin/user/
president/docs
guide.pdf
EHS Website www2.creighton.edu/
Adminfinance/

Facilities/ehs
	Environmental Health & Safety

546.6400

Public Safety

280.2104

Risk Management Office

280.5833

	S8
	Crisis Plan
	2.1.20
	The Crisis Plan was created to better enable the University to protect and support students, faculty, staff and visitors; enhance the University’s ability to communicate with internal and external constituents; enhance the ability of the University to quickly recover from loss or damage to facilities, equipment or grounds; facilitate continuation of University business and/or recovery procedures; ensure compliance with Federal, State and local regulatory requirements; and enable the University to utilize multi-perspective approaches in an organized manner to generate creative problem-solving solutions in a crisis.  A designated Crisis Management Team (CMT) with the VP for Student Services acting as chair will prepare the institution to deal with crisis situations and manage crises when they occur.
	Creighton University Guide to Policies

www2.creighton.edu

fileadmin/user/
president/docs
guide.pdf

	VP for Student Services

John Cernech

280.2775


Academic (AD)

	AD1
	Externally-Sponsored Projects Financial Conflicts of Interest
	3.1.10
	Investigators/Support Personnel involved in the design, conduct or reporting of externally funded research, educational projects or other activities who have a significant financial interest that may create a conflict of interest that could be perceived to influence the outcome of the project must complete a Disclosure Form and submit it to the Director of Grants Administration at the time of project submission.   A significant financial interest includes, but is not limited to, equity interests in the sponsor that exceed $10,000 or represents more than 5% ownership interest, receipt of more than $10,000 from a sponsor that may include payment for speakers fees, consulting fees, honorariums, protocol design, finders fees, referral fees, recruitment bonuses, gifts and intellectual property rights including patents and royalties.  The Disclosure Form must also be completed and submitted to the Director of Grants Administration any time an Investigator/Support Personnel obtains a new or additional significant financial interest during the course of a project.  In all cases, this information must be updated annually as determined by the Director of Grants Administration.  Investigators involved in a project must indicate on the Proposal Routing Form (Green Sheet) whether or not they may have a significant financial interest.  The Conflict of Interest Committee (CIRC) will review the disclosure and decide if a conflict of interest exists.  The CIRC prepares a resolution plan to manage, reduce or eliminate any identified conflict of interest before the project can proceed.  If the project involves human subjects, the Institutional Review Board (IRB) may impose additional requirements before granting IRB approval.  Failure to comply with this policy will result in appropriate disciplinary action in accordance with applicable University policies.  
	Creighton University Guide to Policies
	General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

Research Compliance

280.2360

	AD2
	Research Misconduct
	4.2.2
	Any case of alleged research misconduct by any member of the faculty or staff of Creighton University engaged in research activity shall be treated as a serious matter.  Research misconduct means fabrication, falsification, or plagiarism in proposing, performing, or reviewing research or in reporting research results.  It does not include honest error or differences of opinion.  Fabrication is making up data or results and recording or reporting them.  Falsification is manipulating research materials, equipment, or processes, or changing or omitting data or results such that the research is not accurately represented in the research record.  Plagiarism is the appropriation of another person’s ideas, processes, results, or words without giving appropriate credit.  Procedures are set forth for initial reporting, investigation, and actions.
	Creighton University Guide to Policies
	General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804
Research Compliance Officer

Kathy Taggart 

ktaggart@creighton.edu
280.2360

	AD3
	Intellectual Property
	4.2.3
	The policy is applicable to all intellectual property conceived or first reduced to practice, in whole or in part, by any full-time or part-time faculty, staff, students, contractors, commissionees, non-employees participating in research or others with more than incidental use of University resources.  Third party arrangements for research and development shall contain intellectual property clauses conforming to this policy.  The University shall own all intellectual property rights defined by the policy unless specifically exempted by this policy.  Disclosure must be made to the Director, Office of Technology Licensing.
	Creighton University Guide to Policies
	General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804
Research Compliance Officer

Kathy Taggart 

ktaggart@creighton.edu
280.2360

Office of Technology Licensing

280.5641

	AD4
	Termination Rights for Non-Tenure-Track Faculty in Grant-Funded Positions
	4.2.4
	The University desires to have a fair and uniform policy regarding termination rights of non-tenure-track faculty in grant-funded positions.  A full-time faculty member NTT has the following rights:

· < 5 years of service, three months written notice.

· 5 to < 10 years of service, six months written notice.

· > 10 years of service, one year’s written notice.

· All NTT faculty may apply for other positions at the University according to standard policies and procedures for hiring.

· A written statement from their supervisor that non-reappointment occurred for financial reasons only.

All employment agreements for NTT faculty shall reflect these provisions. 
	Creighton University Guide to Policies
	Human Resources

280.2709

	AD5
	Confidentiality of Student Records
	4.3.1

and

Federal Law


	In compliance with the “Family Educational Rights and Privacy Act of 1974 as Amended,” Creighton maintains the confidentiality of student records.  Specific guidelines for implementing the policy under the Act are published for the information of all students and other members of the University community in a separate booklet entitled, “Student Records Policy.”
	Creighton University Guide to Policies
	Human Resources

280.2709

University Registrar

280.2702 

	AD6
	Compliance with Handbook for Faculty
	Handbook for Faculty
	The Creighton University Handbook for Faculty governs the definition and organization of the University Faculty and the relationship between the University and the Faculty.   
	Creighton University

Guide to Policies

(All faculty should have a copy)
	Dean of the College or Professional School

	AD7
	Student Exposure to Infectious Disease
	4.3.3
	Each School/Department is responsible for educating students who may be exposed to blood and/or body fluids as part of their course of study, on the universal precautions that should be followed to reduce the risk of exposure to potentially infectious blood and/or body fluids and the contents of this policy.  In the case of suspected exposure to potentially infectious blood or body fluids in the academic or clinical setting, the student should: STOP current activity and should seek evaluation and treatment within on hour of exposure.  CLEANSE any wound with soap and water.  Flush eyes with water after any splash exposure.  REPORT to your supervisor/faculty and the appropriate facility/institutional supervisor.  In the clinical setting, appropriate institutional reporting is necessary so informed consent may be obtained and appropriate diagnostic testing of the source patient and student may be performed.  
	Creighton University

Guide to Policies


	Dean of the College or Professional School


Grants and Sponsored Research (GS)

	GS1
	Research and Sponsored Programs Compliance Plan
	United States Federal Sentencing Guidelines
	The Research and Sponsored Programs Compliance Plan provides the University community with an overview of research compliance issues and how they relate to research and sponsored program activities at Creighton.  Information includes, but is not limited to, code of research conduct, the compliance hotline, education and training.
	www.creighton.edu/

researchcompliance/

RCC/Research_

Compliance_Plan.pdf
	Research Compliance Office

Research Compliance Officer

Kathy Taggart

280.2360

	GS2
	Utilization of “Green Sheet” (Proposal Routing Form)
	Grants Manual

4.1
	All grant applications for equipment, research or special projects and all contracts must have the approval of the Chair of the Department, the Dean of the College, the Grants Administration Director and the approval of the Vice President for Academic Affairs or the Vice President for Health Sciences.  Faculty applying for grants must fill out a Proposal Routing Form (“Green Sheet”) and have it signed by all investigators listed in the proposal and his/her departmental Chair.  The Office of Grants Administration will secure all other necessary signatures.  
	Grants and Contracts Management Manual
	Grants Administration

280.2064

	GS3
	Grant Document Filing
	Best Practice
	The Office of Grants Administration houses the official University files of all external grant proposals, approval/signature sheets and correspondence relating to each proposal.  The Unit is responsible to ensure that proposal files are complete.
	
	Grants Administration

280.2064

	GS4
	Grant Documentation Forwarded to Grants Administration
	Best Practice
	Copies of letters awarding grants and approving applications, along with the approved (or amended or changed) application are to be filed in the Office of Grants Administration.  They serve as the basis for setting up “accounts” (fund and organization numbers in Banner), preparing budgets before the grant’s opening or start date and auditing.  Copies of all other correspondence regarding a grant application are to be on file in the Office of Grants Administration. A progress report is to be sent to the granting agency (if requested) within a specified time after the grant terminates.  One signed copy of the final progress report is to be filed in the Office of Grants Administration.  All grant financial reports are to be prepared by the Controller’s Office.
	
	Grants Administration

280.2064

	GS5
	Establishment of Grant Fund and Budget
	Grants Manual

5.2.2

Controller’s Office

GAPR 02
	A grant budget and accounting framework must be established for accountability to grantors and sponsors.  In setting up grant funds, a distinction is made between those grants requiring both external qualitative (results) reporting and financial reporting and those requiring only external qualitative reporting.

Required Forms
· New Grant / Fund Number Request

· Grants Budget Form

Steps

· Upon notification, complete Grants Budget Form.
· Work with Grants Administration to complete New Grant/Fund Number Request.  A new fund should be established for each new grant and each successive year of an existing grant.  This is the Unit’s responsibility.
· Upon receipt from Grants Administration, the Controller’s Office will establish the new fund and enter the grant budget in Banner within twenty-four (24) hours.
· A New Fund letter will be sent to Grants Administration, the PI and the Department Administrator.
	Grants and Contracts Management Manual

Controller’s Website

www.creighton.edu/
Controllers
	Grants Administration

280.2064

Controller’s Office

Grants and Contracts

Dave Madsen

davidmadsen@creighton.edu

280.3986

	GS6
	Drug Studies
	Controller’s Office

GNPL 03

GAPR 08
	Principal Investigators have the option to pool drug studies for budget control and accounting purposes.  The pooling concept provides flexibility and efficiency in accounting for drug studies.  The preferred approach is still to handle each study as a separate restricted fund.  Drug study pooling is allowed under the following conditions:

1. Studies do not have outside financial reporting requirements.

2. Studies have the same facilities and administrative (indirect) cost rates.

3. The study types are the same; i.e. research vs. clinical trials.
	Controller’s Website

www.creighton.edu/
Controllers
	Controller’s Office

Grants and Contracts

Dave Madsen
davidmadsen@creighton.edu
280.3986

	GS7
	Personnel Activity Reports (PARs)
	Controller’s Office

GNPL 04

CAPL 06

GAPR 09

GAPR 10
	As a condition of receiving federal funding, the University has instituted a system to support the effort on government projects through a periodic reporting system designed to closely approximate the effort with the actual salary distribution for the period.  All employees involved in certifying effort must understand that severe penalties, funding disallowances and damage to professional and institutional reputations may result in the event of inaccurate, incomplete or untimely effort reporting.
	Controller’s Website

www.creighton.edu/
Controllers
	Controller’s Office

Grants and Contracts

Dave Madsen
davidmadsen@creighton.edu
280.3986

	GS8
	Indirect Costs
	Controller’s Office

CAPL 03
	The cost of a sponsored agreement is comprised of the allowable direct costs incident to its performance plus the allocable portion of the allowable facilities and administrative (F & A) costs.  Similar costs incurred in like circumstances must be consistently treated as either direct of F & A across all functions or activities of the institution, unless special/unlike circumstances exist.  Where an institution treats a particular type of cost as a direct cost of sponsored agreements, all costs incurred for the same purpose in like circumstances shall be treated as direct costs of all activities of the institution.  The policy contains Appendix I that lists the University account codes and whether a particular account would normally be treated as a direct cost or F & A.  This appendix should be used to determine when it is appropriate to direct charge a cost to a sponsored agreement or any other institutional activity.  Certain costs are unallowable.
	Controller’s Website

www.creighton.edu/
Controllers
	Controller’s Office

Grants and Contracts

Dave Madsen
davidmadsen@creighton.edu
280.3986

	GS9
	Cost Transfers
	Controller’s Office CAPL 04
	Costs must be charged to accounts accurately and according to rules and regulations.  In certain circumstances, charges may have to be moved from one accounting distribution (fund and/or organization) to another.  Cost transfers are allowable with adequate documentation and approval.  An adequate explanation must be clearly stated on the request.  Cost transfers must be made within 90 days of the original occurrence of the charges or within 45 days of the expiration of the grant or contract.  No cost affecting operating funds will be processed between fiscal years.  The principal investigator must sign the request if a sponsored project is involved.
	Controller’s Website

www.creighton.edu/
Controllers
	Controller’s Office

Grants and Contracts

Dave Madsen
davidmadsen@creighton.edu
280.3986

	GS10
	Grant Funded Equipment
	Controller’s Office

FAPL 05
	Equipment of $5,000 or more is to be tagged and inventoried regardless of the source of funds used for the purchase.  Inventory records will segregate internally and externally funded equipment through the fund number.  If any faculty member brings to the University equipment purchased by a continuing grant(s), they must provide a summary of the specific equipment to the Controller’s Office.  If any faculty member leaves and takes equipment purchased by grant funds, a summary must also be provided.  If assets of $5,000 were purchased with federal funds, the Grant Accounting Clerk will contact the granting agency to determine proper disposition at the conclusion of the grant.   
	Controller’s Website

www.creighton.edu/
Controllers
	Controller’s Office

Grants and Contracts

Dave Madsen
davidmadsen@creighton.edu
280.3986

	GS11
	Cost Sharing or Matching
	Controller’s Office CAPL 05
	Some sponsored projects require the University to participate in the total cost of the project.  Cost sharing or matching represents the use of institutional funds to supplement costs not borne by the sponsoring agency.  Creighton will cost share only to the extent necessary to meet the specific requirements of the sponsored project.  Salary commitment for cost sharing is limited to 5% of total effort per individual.  The cost sharing commitment must be included on the Proposal Routing Form (Green Sheet) and in the proposed budget.
	Controller’s Website www.creighton.edu/
Controllers
	Controller’s Office

Grants and Contracts

Dave Madsen
davidmadsen@creighton.edu
280.3986

	GS12
	Institutional Review Board (IRB) – Grants Involving Human Subjects
	Federal Law

Grants Manual

3.2.1


	All human research authorized and conducted under the jurisdiction of the University is subject to review by the IRB for risk, benefit and informed consent without regard to the source of financial, space or logistical support.  This review must be conducted before a project can be started.  All research conducted at Creighton University, Creighton University Medical Center and clinics associated with these institutions that involves physical, behavioral or social welfare of human volunteers, including educational research, is subject to IRB review.  Research investigators shall make a determination as to whether research will involve human subjects.  Research investigators should make a preliminary determination of whether such research, which does not involve human subjects, is exempt.  Such projects should still be submitted to the IRB office for certification of exempt status.   
	Grants and Contracts Management Manual


	Grants Administration

280.2064

Institutional Review Board (IRB)

280.2126

IRB Director

Patsy Nowatzke

nowatzke@creighton.edu
280.3586



	GS13
	Institutional Review Board Policies and Procedures Manual
	Federal Law 


	The IRB is charged with the responsibility of determining 1) whether human subjects have volunteered for a research endeavor by means of informed consent, and 2) whether risks to these subjects are outweighed by the potential benefits to them and the importance of the knowledge gained by the research endeavor.  The policies and procedures set forth in the Manual are intended to assist the IRB in the discharge of its responsibility and to ensure that research involving human subjects conforms to federal regulations and ethical principles.
	Human Subjects in Research Manual

IRB Link

www2.creighton.edu/
ResearchCompliance/

IRB/manual/index.php
	Institutional Review Board (IRB)

280.2126

IRB Director

Patsy Nowatzke

nowatzke@creighton.edu
280.3586

	GS14
	Institutional Biosafety Committee (IBC)
	Federal Law


	The Institutional Biosafety Committee (IBC) reviews and approves all potentially biohazardous research or teaching prior to the work being undertaken.  Biohazards are biological agents and materials that are potentially hazardous to human, animal and other forms of life.  Also included are potentially hazardous organisms used in procedures such as recombinant DNA and genetic manipulations.  It is the responsibility of the research investigator to initiate review and seek approval from the IBC prior to using potentially biohazardous materials in research or teaching.
	Biohazardous Materials in Research Manual

IBC Link

www2.creighton.edu/
ResearchCompliance/

Biosafety/

Policies/index.php
	Institutional Biosafety Committee

IBC Chair

Stephen J. Cavalieri, Ph.D.
449.4953

	GS15
	Radiation Safety Committee (RSC)
	Federal Law

State Law
	All principal investigators who use radioactive materials must be licensed through the Radiation Safety Committee (RSC) before initiating any work with radioactive material.  All individuals working with radioactive material under the principal investigator’s permit must be familiar with the conditions of the permit.  The principal investigator is accountable for all relevant records and work with radioactive materials performed under his/her supervision.  Use of radioactive material with human subjects or animals must be documented in detail and provided to the RSC.  In addition, use of radioactive material with human subjects must receive approval from the Radioactive Drug Research Committee.  All research personnel involved in laboratories using radioactive materials shall be familiar with Nebraska Regulations for Control of Radiation-Ionizing (180 NAC 1) and with the Creighton University/Creighton University Medical Center Radiation Safety Manual.  
	Radiation Link

www.creighton.edu/
ResearchCompliance/

Radiation_Safety
Index.htm
	Radiation Safety Office

Radiation Safety Officer

Jayne Samp
jaynesamp@creighton.edu
280.5570

	GS16
	Institutional Animal Care and Use Committee (IACUC)
	Federal Law
	All new and modified research protocols that involve animals must be submitted to and receive approval from IACUC prior to the initiation of the research activity.  Copies of such approval must be available for inspection by appropriate designated authorities.  All personnel involved in animal research must complete the required training to ensure the humane use and care of all research animals.  
	Care and Use of Animal in Research Manual

IACUC Link

www.creighton.edu/
ResearchCompliance/

IACUC/


	Institutional Animal Care and Use Committee

280.2082

IACUC Chair

Tom Pisarri, Ph.D.

thomaspisarri@creighton.edu
280.4016

	GS17
	Grant Closing
	Controller’s Office

GAPR 03
	All grants must be closed out at the end of their life.  Grants that require external qualitative and financial reporting also need to be closed out at the end of the award period.  Grants that do not require external financial reporting are typically only closed at the end of their life. When external financial reporting is necessary, the Controller’s Office will provide the department, principal investigator and Grants Administration with a reminder letter approximately one week prior to the end of the grant.  All goods and invoices must be received within thirty (30) days of the end of the grant or period.  Forty-five (45) days after the end of the grant or period, the Controller’s Office will mark the grant fund as “non-data enterable” on the financial system.  A Grant Reconciliation Work Sheet will be provided detailing how monies have been spent on the grant through the closing date.  The department has fifteen (15) calendar days to advise the Controller’s Office which fund and organization codes should absorb any over-expenditures or unexpended balances if allowed by expanded authority provisions.  It is imperative that the time lines specified above be followed as virtually all governmental granting agencies require a final report within ninety (90) days of the end of the grant.  When no external financial reporting is required by the granting agency, the department is responsible for initiating the grant closing process, in writing, to Grants Administration.  Upon notification, the Controller’s Office will prepare a Grant Reconciliation Work Sheet.  The department, principal investigator and Grants Administration will receive a copy of the final financial report submitted to the granting agency.
	Controller’s Website

www.creighton.edu/
Controllers 

See also 

Grants and Contracts Management Manual
	Grants Administration

280.2064

Controller’s Office

Grants and Contracts

280.2289

	GS18
	Reporting Noncompliant Conduct in Research or Sponsored Programs
	2.1.19
	Employees, students and agents of CU who know or suspect that noncompliant conduct is occurring or has occurred in any research or sponsored program activities conducted and/or approved through CU should report such conduct.  No person shall be retaliated against by CU or any of its employees, students or agents for making a good-faith report of suspected noncompliant conduct in research or sponsored program activities.  Individuals who know or suspect that noncompliant conduct is or has occurred should first discuss their concerns with their immediate supervisor, if appropriate.  As necessary, concerned individuals should then contact the appropriate University research oversight committee, board, or office responsible.  Persons who wish to remain anonymous may report concerns using the Research Compliance Hotline.  Except as required by law, no one shall disclose the name of anyone making a report of noncompliant conduct without the express consent of the person making the report.  University VPs, deans and department heads must post hotline information in noticeable locations for employees, students and agents working in those locations.  
	Creighton University Guide to Policies

www2.creighton.edu

fileadmin/user/
president/docs
guide.pdf

	Research Compliance Hotline

280.3200

Kathy Taggart

Research Compliance

Officer

280.2360

General Counsel

280.2107


Health Care Compliance (HC)

	HC1
	Compliance Plan for Health Sciences Billing and Patient Services
	United States Federal Sentencing Guidelines
	The purpose of the Billing Compliance Plan is to promote compliance with the legal duties applicable to Creighton’s health care entity (in addition to those already contained in University polices), foster and assure ethical conduct and provide guidance to employees and agents of Creighton for their conduct.  The Plan is not intended to be all-inclusive and we rely upon your sense of fairness, honesty and integrity to meet the challenges you may face in providing quality health care.    
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	Hotline

280.2107

General Counsel
Debra R. Fiala
280.2107 

CMA Helpline

280.5846



	HC2
	Billing Compliance Office

Billing Hotline
	
	The Billing Hotline is available to report conduct and/or activity which is believed to be in non-compliance with federal and/or state billing requirements or the Plan.  Employees and agents within the Health Sciences Schools are expected to use the Billing Hotline to report noncompliant activity if all other means to address and resolve the issue have failed or are otherwise not available.  University VPs, deans and department heads must post hotline information in noticeable locations for employees, students and agents working in those locations.  Unless required by law, no one shall disclose the name of any caller to the Billing Hotline without the express consent of the caller.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	Billing Compliance Hotline

280.2107



	HC3
	Health Sciences Schools

Patient Rights and Responsibilities
	
	Patients receiving health care services in Creighton clinics and facilities from Creighton faculty, residents, students and employees shall be informed of their rights and responsibilities.  A written document outlining the policy, which details both rights and responsibilities, shall be located in a conspicuous and easily accessible location at all Creighton clinic buildings and facilities where health care services are provided.  Patients may take a copy of the Creighton’s Patient’s Rights and Responsibilities Policy for their own personal use.  Attachment A provides a copy of the policy.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	Billing Compliance 

General Counsel 

Debra R. Fiala

280.2107

	HC4
	Health Sciences Schools

Patient Complaints, Comments or Compliments
	
	Creighton Health Sciences is committed to supporting the right of all patients to submit expressions of satisfaction or dissatisfaction regarding health care services received from Creighton faculty, residents, students or employees and to seek resolution and response to such concerns.  To improve the delivery of healthcare services by ensuring each compliant or comment received regarding patient care is analyzed and receives a response, as appropriate, on an individual basis.  To acknowledge compliments from patients regarding services received from Creighton faculty, residents, students or employees.  A compliant/comment/compliment box should be placed in a conspicuous location in each Creighton clinic/facility.  Most complaints, comments or compliments should be handled by an individual within the Creighton clinic (or department/school) designated to address patient complaints, comments or compliments.  The policy provides a Patient Compliant/Comment/Compliment Form for reference.
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	Billing Compliance 

General Counsel

Debra R. Fiala

280.2107

	HC5
	Health Sciences Schools

Maintenance and Retention
	
	It is important that a patient’s record contain the necessary information to assist health care providers in providing appropriate care.  The patient record also supports the services billed to private and public payers.  Patient record content is also governed by liability insurer requirements and is used as a risk management tool.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107

Health Sciences VP

or SOM Dean

	HC6
	Health Sciences Schools

Responding to Government Investigations


	
	Creighton employees and agents within the Health Sciences Schools need to be aware of their rights and responsibilities when responding to government investigations.  Creighton and its employees and 676767agents shall cooperate with any authorized government investigation or audit.  Creighton, through its authorized representatives, will assert all protections and privileges afforded it by law during any such investigation or audit.  Specific procedures are set forth to respond to A) Government Request for Interview, and, B) A Government Search.   Review the specific procedures and contact General Counsel. 
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Amy Bones

AmyBones@creighton.edu 

280.1804

Debra R. Fiala

280.2107



	HC7
	School of Medicine

Medicare Advance Beneficiary Notice (Waiver of Liability)
	
	An Advance Beneficiary Notice (ABN) must be obtained from the Medicare beneficiary or his/her legal guardian prior to providing any services, including lab tests, procedures and other medical services that are not paid by Medicare because they are deemed as not “reasonable and necessary”.  Each department is responsible for knowing the current Medicare rules for services that may be denied by Medicare as not “reasonable and necessary”.  Medicare coverage rules can be found in the Medicare Carrier’s Manual, local medical review policies (LMRPs) and in any notices provided to an individual Creighton provider.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107

Health Sciences VP

or SOM Dean

	HC8
	School of Medicine

Consultation
	
	Consultation services billed to all payers shall comply with the standards set forth in the latest edition of the CPT manual, the Medicare Claims Processing Manual, Pub. 100-04, Chapter 12 (for Medicare patients) and any other payer requirements.  For Medicare billing purposes, the Medicare Carriers Manual shall prevail over the CPT manual.  Medicare HMO and PPO payers, as well as other payers, may have different requirements for payment of consultation services than those set forth in the latest edition of the CPT manual, which shall be met before services are billed to the payer.  This policy applies to all employees and agents of Creighton Medical Associates who bill for health care items/services under Creighton University’s tax ID number.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC9
	School of Medicine

Department Audit Guidelines
	
	Each clinical department is expected to conduct initial and continuing audits of its providers who bill for health care services.  In addition, the Department of Pathology (CML) is expected to conduct quarterly audits of its clinical laboratory billing activity.
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC10
	School of Medicine

Medicare “Incident to” Rule
	
	To ensure Medicare is appropriately billed for services/supplies furnished by ancillary staff (i.e., nurse, medical assistant, technician, etc.) and non-physician practitioners, licensed to practice under state law (such as physician assistants, nurse practitioners and certified registered nurse anesthetists) when they are provided “incident to” a physician’s service, such services/supplies shall be billed to Medicare only when all “incident to” billing requirements are met.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC11
	School of Medicine

Waivers of Coinsurance Amounts
	
	Creighton Medical Associates will collect all applicable co-pays, deductibles, coinsurance or other amounts owed by a patient (or his/her legal representative).  A patient’s obligation to pay his/her co-pay, coinsurance and/or deductible shall only be waived or reduced as permitted by this policy, federal and state law and/or payer contractual provisions.  Creighton Medical Associates does not offer, provide or give professional courtesy.
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC12
	School of Medicine

Teaching Physician Requirements – Evaluation and Management (E/M) Services – Primary Care Exception
	
	This policy addresses teaching physician supervision and documentation requirements for certain E/M services provided by residents in qualified primary care centers as defined under the Medicare teaching physician regulation.  One or more teaching physicians must be physically present, on site at the clinic, when supervising residents in a primary care center and meet the other requirements set forth under Section IV of this policy.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC13
	School of Medicine

Teaching Physician Requirements – Evaluation and Management (E/M) Services and Time Based Codes
	
	This policy addresses teaching physician presence and documentation requirements for E/M services and time based codes when the teaching physician includes residents in the care of his/her patients in a teaching setting.  The teaching physician must document presence and/or personal participation in the critical or key portions of any evaluation and management services when a resident is involved in order to bill the services.  For billing purposes, the resident cannot document the Teaching Physician’s presence and participation.  Procedures set forth in Section V of this policy.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC14
	School of Medicine

Teaching Physician Requirements – Surgeries
	
	This policy addresses teaching physician presence and documentation requirements for surgical/operative procedures (including surgical endoscopies) when the teaching physician involves residents in the care of his/her patients.  Procedures where the teaching physician involves a resident shall not be billed unless the presence and/or participation of the teaching physician has been documented as required by law.    This policy applies to all payers unless a specific written waiver is obtained from the Billing Compliance Office.    
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC15
	School of Medicine

Mandatory Training
	
	Faculty, Residents and staff within the clinical departments of the School of Medicine whose services may be billed under the University’s tax identification number shall attend the mandatory training sessions established through the Billing Compliance Office as applicable to their position.  The mandatory training program assists individuals in complying with Creighton’s Billing Compliance Plan as well as government and private payer requirements.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC16
	School of Medicine

Billing Documentation & Coding Deficiencies
	
	Creighton providers and staff are expected to strive for 100% compliance with billing documentation and coding requirements as required by federal and state laws and regulations, and private third party payer agreements to avoid any over-billings or under-billings.  Each clinical department is expected to audit a minimum of 10 encounters per year for each provider, focusing on the department’s/provider’s particular billing/coding compliance risks.  Providers shall be audited in blocks of 10 encounters per audit (an “audit block”).  Smaller departments are encouraged to perform more than one audit block per physician per year.  A provider’s audit block shall be performed during at least one calendar quarter.  This policy applies to all Creighton employees (faculty, residents and staff) within each clinical department of the School of Medicine who is involved in the billing process.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC17
	School of Medicine

Eligibility for Attendance to American Academy of Professional Coders (AAPC) Professional Medical Coding Course
	
	Creighton University provides AAPC Professional Coding Curriculum to all its billing and coding staff.  The following eligibility for acceptance policy which is based upon need and space liability will be followed when accepting students into the course:

1. All current uncertified billing/coding staff,

2. CMA Patient Care Services staff,

3. Current registrar/data entry staff,

4. Nursing personnel,

5. Billing/coding personnel from affiliated institutions i.e., CUMC, Veterans Administration Hospital, (One World Community Healthcare formerly Indian-Chicano Clinic), Ponca Indian Wellness Clinic,

6. Other Creighton University employees provided they have completed a medical terminology course that is acceptable to the instructor.
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC18
	School of Medicine

Medical Records Documentation Standards
	
	A complete and legible medical record shall be maintained for each individual who is evaluated by and/or receives clinical treatment from a Creighton provider.  All health care services and items shall be properly documented in the patient’s medical record and all entries shall be signed or initialed by the provider.  Proper medical record documentation not only supports high quality patient care (e.g., treatment, continuity of care), but also assists in accurate and timely claims review and payment and may be used as a legal document to verify a health care item and services provided.  This policy applies to all Creighton University employees, faculty, residents, students and agents working on behalf of Creighton Medical Associates (CMA) who make entries in CMA patient records.  Entries in a patient’s medical records at an institutional setting (e.g., hospital, skilled nursing facility) may be subject to additional standards established by the institution.  See Standards for specific requirements.  
	www2.creighton.edu/
generalcounsel/

billingcompliance/

compliancepolicies/

index.php

	General Counsel

Debra R. Fiala

280.2107



	HC19
	School of Medicine

Compliance Liaison Committee 


	
	As required by the Billing Compliance Plan, Creighton University shall maintain a Compliance Liaison Committee – School of Medicine composed of the Compliance Director and a physician appointed by each clinical department in the University’s School of Medicine.  Each committee member shall serve as a liaison between his/her department and the Compliance Director to address compliance issues at the department level.  
	Creighton University Guide to Policies
	General Counsel

Debra R. Fiala

280.2107



	HC20
	False Claims Laws and Employee Reporting of Noncompliance

	2.1.21


	In accordance with federal law, the University is required to provide its employees and employees of contractors or agents of the University with detailed information about (1) the University’s policies and procedures for detecting and preventing fraud, waste and abuse with respect of federal health care programs, including Medicare and Medicaid; (2) federal and state laws that prohibit the submission of false claims for payment to federal health care programs such as Medicare and Medicaid, and (3) federal and state laws that provide protection to employees who bring action or assist in bringing action against their employers under the federal and state laws that prohibit the submission of false claims for payment.  
	Creighton University Guide to Policies
	Billing Compliance Office

280.2107

General Counsel

Amy Bones
AmyBones@creighton.edu
280.1804

	HC21
	HIPAA  (Health Insurance Portability and Accountability Act)

Distribution of Notice of Privacy Practices
	
	All CUMC patients receiving healthcare services have the right to receive a written copy of Creighton’s Notice of Privacy Practices (“Notice”).  All patients receiving the Notice are requested to complete an Acknowledgement form.  The Acknowledgement should be retained in the patient’s health record and documented in the electronic tracking system (DOCutrak).
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469



	HC22
	HIPAA  

Tracking Disclosures to Third Parties of Patient Health Information
	
	All CUMC patients have the right to an accounting of certain disclosures of the individual’s health information made by CUMC to third parties.  Such disclosures are to be centrally documented using the DOCutrak software.  Data entry must occur within five working days of the disclosure.
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469



	
	
	
	
	
	

	HC23
	HIPAA  

Handling Patient/Representative Requests to Restrict Use or Disclosure of Health Information
	
	All CUMC patients have the right to request restrictions on the use or disclosure of their health information.  Patient requests for restricted use or disclosure of the patient’s health record should be referred to the Privacy Officer.  The form “Request for Restricted Use and Disclosure of Health Information” is to be provided to the patient.  The Privacy Officer will communicate agreed upon restrictions to the clinics or departments who are responsible for ensuring that their future uses and disclosures abide by the agreed restrictions.
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469



	HC24
	HIPAA  

Handling Patient/Representative Requests to Amend a Health Record
	
	All CUMC patients have the right to request amendment of their CUMC designated health record.  Amendments will be made to a patient’s designated health record where required by law or deemed appropriate by the University Privacy Officer.  Clinical staff may make any routine changes to demographic information.  All other requested amendments shall be made in writing to the University Privacy Officer using the form “Patient Request to Amend Health Record”.
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469



	HC25
	HIPAA  

Minimum Necessary Standard for Uses and Disclosures of Patient Information
	
	It is Creighton policy that disclosures of and requests for protected health information will be limited to the minimum amount necessary to accomplish the stated purpose.
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469



	HC26
	HIPAA  

Privacy Training for New Employees
	
	All employees with job-related access to patient protected health information must receive basic HIPAA privacy training within thirty (30) days of employment in that position.  It is the responsibility of Health Sciences schools and clinical departments to ensure that each employee receives basic HIPAA privacy training.  
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469



	HC27
	HIPAA  

Confidentiality and Disclosure
	
	Confidentiality of health information is the right of each patient seeking health care through Creighton or its partners in health care.  All protected health information (PHI) (both written and verbal) within the Creighton Health Sciences Schools, and locations where services are provided by Creighton employees, faculty, residents, students and agents is strictly confidential.  Disclosure of confidential PHI to any unauthorized person is prohibited.  This policy applies to all Creighton employees, faculty, residents, students and agents who have access to, or knowledge of, PHI.
	
	Andrea Jahn

Privacy Officer

ajahn@creighton.edu
280.3469
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