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PURPOSE
This policy provides standards and enforcement for user passwords.  The standards are intended to be broad enough to apply to most systems which users interact with on a daily basis in the Creighton environment.  Enforcement is intended to be determined on a per-system basis, but must exist in some fashion or another.

The intent of this policy is to provide more secure resource access on a per-user basis through strengthening of the credential requirements for access.

SCOPE

This policy applies to all accounts on systems at Creighton University
POLICY

Passwords must satisfy these requirements wherever technically possible.

1. All passwords must be complex.

a. Passwords must contain at least 8 characters.

b. Passwords must contain characters from at least three of the following sets:  upper case letters, lower case letters, numbers, and special characters.

2. Passwords must expire within 180 days of being set.
3. When the technical means are available, password history must not allow a password to be repeated within 10 changes.

DEFINITIONS

Password Change
A user changing their own password

Password Reset

The act of an administrator or an administrative application changing a user’s password to a known default state.

RESPONSIBILITIES
Systems Administrators are responsible for ensuring application and/or systems under their control adhere to this policy where ever technically feasible.
Application Developers are responsible for writing code that enables applications to meet this policy.

Technology Purchasers are responsible for buying applications and systems that are technically capable of adhering to this policy

Network users are responsible for adhering to the standards outlined in this policy when using Creighton University’s computers or network.
Administration and Interpretations

This policy shall be administered by Information Security.  Questions regarding this policy should be directed to the Information Security Officer.  

Amendment/Termination of this Policy
The University reserves the right to modify, amend or terminate this policy at any time.  This policy does not constitute a contract between the University and its faculty or employees.

REFERENCES TO APPLICABLE POLICIES
none
EXCEPTIONS

No exceptions to this policy are allowed assuming the technology is available to adhere to the policy.
VIOLATIONS/ENFORCEMENT

Any known violations of this policy should be reported to the University's Information Security Officer at 402-280-2386 or via e-mail to infosec@creighton.edu.

Violations of this policy can result in immediate withdrawal or suspension of system and network privileges and/or disciplinary action in accordance with University procedures.

The University may advise law enforcement agencies when a criminal offense may have been committed.
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